TVET CERTIFICATE V in NETWORKING

- INSTALLATION, CONFIGURATION AND MANAGEMENT OF WINDOW SERVER

Install, configure, manage window server
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Purpose statement

This module is intended to the learner pursuing TVET certificate V in networking, at the end
of this module the learner will be able to Prepare to install a server, Install server Network
Operating System, Configure and administer the server, Monitor and test the server and
Complete documentation and he or she will be able to work competitively in the ICT world
under non directive supervision.
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maintenance of the antivirus for the proper
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Learning Unit 1 — Prepare to install a server

e Content/Topic 1: Description of Current and common used Windows Servers

A. Window Server Overview

v Windows Server is a group of operating systems designed by Microsoft that
supports enterprise-level management, data storage, applications, and
communications. Previous versions of Windows Server have focused on stability,
security, networking, and various improvements to the file system. Other
improvements also have included improvements to deployment technologies, as
well as increased hardware support. Microsoft has also created specialized SKUs of
Windows Server that focus on the home and small business markets. Windows
Server 2012 R2 is the latest release of Windows Server, and focuses on cloud
computing.

v' Server Core is a minimal server installation option for the Windows Server 2008 R2
operating system. Server Core provides a low-maintenance environment capable of
providing core server roles. Server Core is designed to provide an environment that
reduces .A core is part of a CPU that receives instructions and performs calculations,
or actions, based on those instructions.

v' Window server 2019 is the latest version of Microsoft windows server. The current
version of window server 2019 improves on the previous window 2016 version in
regards with better performance , improved security and excellent optimizations for

hybrid integration AppS4Rent compares both the version
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B. Window server edition

The Standard edition is designed for small-to-medium-sized organizations. It allows you to

run two instances of the server software in a virtual operating system on the licensed

server. If you need to run additional virtual instances, you can acquire licenses that are more

standard.

The Essentials edition is designed for small organizations with up to 25 users and 50

devices. It allows only one instance of the server software to be run in the physical.

The following table describes the current documented versions of Windows Server.

Window server version

description

Window server2003or 2003R2

Integrates a number of features from Windows XP.
Includes improved networking installation and
integration, improved web services, and increased

capabilities for DTFS

Window server2008 or2008R?2

Includes a number of additional security and
administrative features shared with Windows Vista: a re-
written networking stack, improved Firewall, additional
.NET Framework  technology, and numerous

improvements to the kernel, file, and memory systems

Window server2012
2012R2

and

Emphasizes cloud support with features such as improved
IP-addressing, updated Hyper-V, and a new file system
(ReFS). Windows Server 2012 R2 includes enhancements
to virtualization, management, storage, networking,
virtual desktop infrastructure, access protection,
information protection, web services, and application

platform infrastructure

Window server 2016

It Is the seventh release of window server operating
system developed by Microsoft as part of the windows NT
family of operating systems. it was developed
concurrently with window 10 and is the successor to

window server 2012R2.
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Window server 2019 It is for the time being the latest version of the server
operating system released by Microsoft. Generally
available since October 2018, window server 2019 is built
on the strong foundation of Microsoft’s previous released

window server 2016.

Current window server version comparisons (window server2016 Vs 2019)

Features related to hybrid capabilities

features Window server 2016 Window server2019

Hybrid cloud option X \'
Both on-premise and cloud

solution work together

Integrated apps and \' \'
infrastructure with Azure

Backup and fileSyc

VM protection \' '
Replicate workloads running
on physical and virtual

machine

Azure network Adapter \' \'
Connect to Azure virtual

networks

Storage migration service X v
Migrate from legacy system

to windows and/ or Azure

C. Window Server Roles

These server roles are meant to provide services to the clients on the network. Some of
these services include Active Directory, File, Print, DNS, DHCP and Web (lIS). The Active
Directory can be used to store details about the users on the network, computers, and

printers. A few common server roles are listed below:

1. Domain controller.
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Database server.
Backup server.

File server.

Print server.
Infrastructure server.
Web server.

E-mail server.

D. Window server role services

Active Directory (AD) manages authentication of users and devices on the network,

enforces security policies assigned to those users and devices, and allows for management

and administration of the network. Many other services and applications are dependent on

AD. Because of the critical and foundational nature of AD, organizations tend to set up

redundant domain controllers (the name for servers running the AD role) in case one goes

down.

*
A X4

7

e

Active Directory Rights Management Server: is a Microsoft Windows security tool
that provides persistent data protection by enforcing data access policies. The server
component is made up of multiple web services that run on a Microsoft server.
Remote Desktop Services Connection Broker: A remote desktop connection broker
is software that allows clients to access various types of server-hosted desktops and
applications.

Windows Server Update Server (WSUS): is a free add-on application offered by
Microsoft that can download and manage updates and patches for Windows Server
operating systems. It is the successor of the previous Software Update Services (SUS)
program.

DHCP server (Dynamic Host Configuration Protocol) Server is a role in Windows
Server that leases IP addresses to devices that want to connect to the network.
While many organizations use Windows Server as a DHCP server, some organizations
prefer to let their firewall, network switch, or all-in-one router handle DHCP.

DNS server The DNS (Dynamic Name System) role helps translate a human-readable

web address that looks like www.microsoft.com into an IP address a machine can
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resolve, such as 131.107.0.89. DNS is important because it is one of the industry
standards that allow people to browse the internet, and it plays a role in filtering out
malicious websites.

File and Storage services The File and Storage services role provides services that
allow users to store and share files on a given network. Permissions on shares can be
configured to allow only certain groups or individuals to access or modify files.
Hyper-V The Hyper-V role in Windows Server provides a virtualization platform that
allows organizations to run many virtual machines on a single physical computer in
order to more efficiently utilize resources and isolate workloads.

Virtualization: means to create a virtual version of a device or resource, such as a
server, storage device, network or even an operating system where the framework
divides the resource into one or more execution environments.

Print and document services Print and Document Services is a Windows Server role
that provides centralized management of and access to networked printers, so that
everyone on the network with the right permissions can connect to these devices.
Web Server Internet Information Server (1IS): is an extensible web server created by
Microsoft for use with the Windows NT family. IS supports HTTP, HTTP/2, HTTPS,
FTP, FTPS, SMTP and NNTP.

Windows Server Update Server (WSUS): is a free add-on application offered by
Microsoft that can download and manage updates and patches for Windows Server
operating systems. It is the successor of the previous Software Update Services (SUS)
program.

Streaming Media Services: is transmitted by a server application and received and
displayed in real-time by a client application called a media player.

Windows Server Features

A feature is something that helps a server performs its primary duty (Windows Backup,
network load balancing).

Microsoft Windows Features on Demand is a feature that allows system to add or remove
roles and features in Windows 8 and Windows Server 2012, and later versions of the client

and server operating system to alter the file size of those operating systems.

Microsoft .NET Framework 3.5: NET is a programming framework created by

Microsoft that developers can use to create applications more easily. So nobody
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besides developers would need a package like .NET, which provides applications with
an orderly way to access databases, web services, and other communication tools.

v" Windows PowerShell: Windows PowerShell is a Windows command-line shell
designed especially for system administrators. Windows PowerShell includes an
interactive prompt and a scripting environment that can be used independently or in
combination.

v' Background Intelligent Transfer Service (BITS): is a component of Microsoft
Windows XP and later iterations of the operating systems, which facilitates
asynchronous, prioritized, and throttled transfer of files between machines using idle
network bandwidth. Some examples of window server features include:

1. .NET Framework 3.5 Features

2. .NET Framework 3.5 (includes .NET 2.0 and 3.0)

3. HTTP Activation

4. Non-HTTP Activation

5. .NET Framework 4.6 Features

6. .NET Framework 4.6

7. ASP.NET 4.6

8. WHCF Services

9. HTTP Activation

10. Message Queuing (MSMQ) Activation

11. Named Pipe Activation

12. TCP Activation

13. TCP Port Sharing

14. Background Intelligent Transfer Service (BITS)

15. Compact Server

F. RAID configuration

RAID is a technology that is used to increase the performance and/or reliability of data
storage. The abbreviation stands for either Redundant Array of Inexpensive Disks or
Redundant Array of Independent Drives. A RAID system consists of two or more drives

working in parallel.
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A RAID system consists of two or more drives working in parallel. These can be hard discs, but
there is a trend to also use the technology for SSD (Solid State Drives). There are different
RAID levels, each optimized for a specific situation. These are not standardized by an industry
group or standardization committee. This explains why companies sometimes come up with
their own unique numbers and implementations. This article covers the following RAID levels:
RAID 0 Striping

RAID 1 mirroring

RAID 5 Striping with parity

RAID 6 Striping with double parity

RAID 10 combining mirroring and striping

Enable RAID, use one of the following methods, depending on your board model.

Go to Configuration > SATA Drives, set Chipset SATA Mode to RAID.
Go to Advanced > Drive Configuration, set Configure SATA As to RAID.

Go to Advanced > Drive Configuration, set Drive Mode to Enhanced and set the RAID option

to Enabled.

G. Features on Demand

Features on Demand (FODs) are Windows features that can be added at any time.
Common features include language resources like handwriting recognition or
other features like the. NET Framework (When Windows 10 or Windows Server needs a
new feature, it can request the feature package from Windows Update.

H. Definition of server core

Server Core is a minimal installation option introduced in Windows Server 2008 as a way to

run Windows Server with a limited set of features and with support for only certain server

roles.
The Server Core installation option is available in the Standard, Enterprise and Datacenter

editions of Windows Server 2008.
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e Content/Topic 1: Revising the Current and common used Windows Servers

A. Window Server Overview

Windows Server is a group of operating systems designed by Microsoft that supports
enterprise-level management, data storage, applications, and communications. Previous
versions of Windows Server have focused on stability, security, networking, and various
improvements to the file system. Other improvements also have included improvements to
deployment technologies, as well as increased hardware support. Microsoft has also created
specialized SKUs of Windows Server that focus on the home and small business markets.
Windows Server 2012 R2 is the latest release of Windows Server, and focuses on cloud
computing.

B. Definition of server core

Server Core is a minimal installation option introduced in Windows Server 2008 as a way to

run Windows Server with a limited set of features and with support for only certain server

roles.
The Server Core installation option is available in the Standard, Enterprise and Datacenter
editions of Windows Server 2008.

1. Window server edition

v" The Standard edition is designed for small-to-medium-sized organizations. It allows
you to run two instances of the server software in a virtual operating system on the
licensed server. If you need to run additional virtual instances, you can acquire
licenses that are more standard.

v The Essentials edition is designed for small organizations with up to 25 users and 50

devices. It allows only one instance of the server software to be run in the physical.

v" The following table describes the current documented versions of Windows Server.

Window server version description

Window server2003or 2003R2 | Integrates a number of features from Windows XP.
Includes  improved networking installation and
integration, improved web services, and increased

capabilities for DTFS
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Window server2008 or2008R?2

Includes a number of additional security and

administrative features shared with Windows Vista: a re-
written networking stack, improved Firewall, additional
NET Framework and

technology, numerous

improvements to the kernel, file, and memory systems

Window server2012 and

2012R2

Emphasizes cloud support with features such as improved
IP-addressing, updated Hyper-V, and a new file system
(ReFS). Windows Server 2012 R2 includes enhancements

to virtualization, management, storage, networking,

virtual desktop infrastructure, access protection,

information protection, web services, and application

platform infrastructure

Window server 2016

It Is the seventh release of window server operating
system developed by Microsoft as part of the windows NT
family of operating systems. it was developed
concurrently with window 10 and is the successor to

window server 2012R2.

Window server 2019

It is for the time being the latest version of the server

operating system released by Microsoft. Generally
available since October 2018, window server 2019 is built
on the strong foundation of Microsoft’s previous released

window server 2016.

2. Current window server:

v Window server 2019 is the latest version of Microsoft windows server. The current

version of window server 2019 improves on the previous window 2016 version in

regards with better performance , improved security and excellent optimizations for

hybrid integration AppS4Rent compares both the version.

v" Current window server version comparisons (window server2016 Vs 2019)

Features related to hybrid capabilities

features

Window server 2016

Window server2019

Hybrid cloud option

X Vv
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Both on-premise and cloud

solution work together

Integrated apps and \' \'
infrastructure with Azure

Backup and fileSyc

VM protection \' '
Replicate workloads running
on physical and Vvirtual

machine

Azure network Adapter \' \'
Connect to Azure virtual

networks

Storage migration service X \'
Migrate from legacy system

to windows and/ or Azure

3. Window Server Roles

These server roles are meant to provide services to the clients on the network. Some of
these services include Active Directory, File, Print, DNS, DHCP and Web (lIS). The Active
Directory can be used to store details about the users on the network, computers, and

printers. A few common server roles are listed below:

1. Domain controller.

2. Database server.

3. Backup server.

4. File server.

5. Print server.

6. Infrastructure server.
7. Web server.

8. E-mail server.
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There are several window server role services, each with a specific purpose. With

explanation, the following may be noted:

v

Active Directory (AD) manages authentication of users and devices on the network,
enforces security policies assigned to those users and devices, and allows for
management and administration of the network. Many other services and
applications are dependent on AD. Because of the critical and foundational nature of
AD, organizations tend to set up redundant domain controllers (the name for servers
running the AD role) in case one goes down.

Active Directory Rights Management Server: is a Microsoft Windows security tool
that provides persistent data protection by enforcing data access policies. The server
component is made up of multiple web services that run on a Microsoft server.
Remote Desktop Services Connection Broker: A remote desktop connection broker
is software that allows clients to access various types of server-hosted desktops and
applications.

Windows Server Update Server (WSUS): is a free add-on application offered by
Microsoft that can download and manage updates and patches for Windows Server
operating systems. It is the successor of the previous Software Update Services (SUS)
program.

DHCP server (Dynamic Host Configuration Protocol) Server is a role in Windows
Server that leases IP addresses to devices that want to connect to the network.
While many organizations use Windows Server as a DHCP server, some organizations
prefer to let their firewall, network switch, or all-in-one router handle DHCP.

DNS server The DNS (Dynamic Name System) role helps translate a human-readable
web address that looks like www.microsoft.com into an IP address a machine can
resolve, such as 131.107.0.89. DNS is important because it is one of the industry
standards that allow people to browse the internet, and it plays a role in filtering out
malicious websites.

File and Storage services The File and Storage services role provides services that
allow users to store and share files on a given network. Permissions on shares can be

configured to allow only certain groups or individuals to access or modify files.
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v Hyper-V The Hyper-V role in Windows Server provides a virtualization platform that
allows organizations to run many virtual machines on a single physical computer in
order to more efficiently utilize resources and isolate workloads.

v’ Virtualization: means to create a virtual version of a device or resource, such as a
server, storage device, network or even an operating system where the framework
divides the resource into one or more execution environments.

v Print and document services Print and Document Services is a Windows Server role
that provides centralized management of and access to networked printers, so that
everyone on the network with the right permissions can connect to these devices.

v" Web Server Internet Information Server (IIS): is an extensible web server created by
Microsoft for use with the Windows NT family. IS supports HTTP, HTTP/2, HTTPS,
FTP, FTPS, SMTP and NNTP.

v" Windows Server Update Server (WSUS): is a free add-on application offered by
Microsoft that can download and manage updates and patches for Windows Server
operating systems. It is the successor of the previous Software Update Services (SUS)
program.

v/ Streaming Media Services: is transmitted by a server application and received and

displayed in real-time by a client application called a media player.

A. Window server features

A feature is something that helps a server performs its primary duty (Windows Backup,
network load balancing).

Microsoft Windows Features on Demand is a feature that allows system to add or remove
roles and features in Windows 8 and Windows Server 2012, and later versions of the client
and server operating system to alter the file size of those operating systems.

Microsoft .NET Framework 3.5: NET is a programming framework created by Microsoft that
developers can use to create applications more easily. So nobody besides developers would
need a package like .NET, which provides applications with an orderly way to access
databases, web services, and other communication tools.

Windows PowerShell: Windows PowerShell is a Windows command-line shell designed
especially for system administrators. Windows PowerShell includes an interactive prompt

and a scripting environment that can be used independently or in combination.
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Background Intelligent Transfer Service (BITS): is a component of Microsoft Windows XP
and later iterations of the operating systems, which facilitates asynchronous, prioritized,
and throttled transfer of files between machines using idle network bandwidth.

B. Features on Demand

Features on Demand (FODs) are Windows features that can be added at any time.
Common features include language resources like handwriting recognition or
other features like the. NET Framework (When Windows 10 or Windows Server needs a
new feature, it can request the feature package from Windows Update.

Examples of window server features include:

1) .NET Framework 3.5 Features

2) .NET Framework 3.5 (includes .NET 2.0 and 3.0)
3) HTTP Activation

4) Non-HTTP Activation

5) .NET Framework 4.6 Features

6) .NET Framework 4.6

7) ASP.NET 4.6

8) WHCF Services

9) HTTP Activation

10) Message Queuing (MSMQ) Activation

11) Named Pipe Activation

12) TCP Activation

13) TCP Port Sharing

14) Background Intelligent Transfer Service (BITS)
15) Compact Server

C. Configuration of RAID

% RAID Definition
RAID is a technology that is used to increase the performance and/or reliability of data
storage. The abbreviation stands for either Redundant Array of Inexpensive Disks or
Redundant Array of Independent Drives. A RAID system consists of two or more drives

working in parallel.
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A RAID system consists of two or more drives working in parallel. These can be hard discs, but
there is a trend to also use the technology for SSD (Solid State Drives). There are different
RAID levels, each optimized for a specific situation. These are not standardized by an industry
group or standardization committee. This explains why companies sometimes come up with
their own unique numbers and implementations. This article covers the following RAID levels:
RAID 0 Striping

RAID 1 mirroring

RAID 5 Striping with parity

RAID 6 Striping with double parity

RAID 10 combining mirroring and striping

0,

+* To enable RAID, use one of the following methods, depending on your board model.

Go to Configuration > SATA Drives, set Chipset SATA Mode to RAID.
Go to Advanced > Drive Configuration, set Configure SATA As to RAID.

Go to Advanced > Drive Configuration, set Drive Mode to Enhanced and set the RAID option

to Enabled.

Data migration is the process of transporting data between computers, storage devices or formats. It
is a key consideration for any system implementation, upgrade or consolidation.

After you have verified your source server meets the Requirements, verify that your target
server meets the requirements below for data migration.

R/

* Operating system—Your existing physical or virtual target server can have any of the
following Windows operating system editions. Windows Server 2008 or 2008 R2
Datacenter, Enterprise (i3 86, x64), Standard (i3 86, x64), Essential Business Server,

Web Server, Foundation Server, Small Business Server, or Storage Server Edition.

Windows Server 2003 or 2003 R2 Datacenter, Enterprise (i386, x64), Standard (i386, x64),
Web Server, Small Business Server, or Storage Server Edition. Each of the Windows 2003

operating systems requires Service Pack 1 or later.
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+ System memory—The minimum system memory on each server should be 1 GB. The
recommended amount for each server is 2 GB.

*+ Disk space for program files—This is the amount of disk space needed for
the Double-Take program files. For Windows 2003, this is approximately 300 MB. For
Windows 2008, this is approximately 375 MB.The program files can be installed to
any volume while the Microsoft Windows Installer files are automatically installed to
the operating system boot volume. Make sure you have additional disk space
for Double-Take queuing, logging, and so on.

+»» Disk space for data files—this is the amount of disk space needed for the source
data files. This will be dependent on the applications you are running and the
amount of data files you have.

% Server name—Double-Take includes Unicode file system support, but your server
name must still be in ASCIl format. If you have the need to use a server's fully-
qualified domain name, your server cannot start with a numeric character because
that will be interpreted as an IP address.

+* Protocols and networking—your servers must meet the following protocol and

networking requirements.

Your servers must have TCP/IP with static IP addressing. (Some job types allow you to add
DHCP addresses for failover monitoring, although only after a job has already been created.
Keep in mind that depending on your failover configuration, a source reboot May or may

not cause a failover but having a new address assigned by DHCP may also cause a failover.)

By default, Double-Take is configured for IPv6 and IPv4 environments, but the Double-
Take service will automatically check the server at service start-up and modify the
appropriate setting if the server is only configured for IPv4. If you later add IPv6, you will

need to manually modify the Default Protocol server setting. See Server and job settings for

details.

> IPv6 is only supported for Windows 2008 servers.
> If you are using IPv6 on your servers, your clients must be run from an IPv6 capable machine.
» In order to properly resolve IPv6 addresses to a hostname, a reverse lookup entry should be

made in DNS.
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Microsoft .NET Framework—Microsoft .NET Framework version 3.5 Service Pack 1 is
required. This version is not included in the .NET version 4.0 release. Therefore, even
if you have .NET version 4.0 installed, you will also need version 3.5.1. You can install
this version from the Double-Take CD, via a web connection during the Double-
Take installation, or from a copy you have obtained manually from the Microsoft
web site.

Cloud—Double-Take can be used to migrate data to an existing server in the cloud.
Keep in mind that you should enable appropriate security measures, like VPN, to
protect your data as it migrates to the cloud.

Supported configurations—the following table identifies the supported
configurations for a data migration job.

Data migration Job: data migration is commonly described as the process of moving
data from one location to another. That of cause is a wildly simplified summary of
the job, and the work of data migration specialist goes well beyond this primary
function.

Managing and controlling data migration jobs: to manage or control data migration
job flow the following keys steps in a data migration:

Explore and assess the solution. Before migrating data. You must know( and
understand) what you are migrating as well as how it fits within the target system.
Define and design the migration

Build the migration solution

Conduct a live test

Flipping the switch

Audit

Cutting over data migration job: the cutover process is the final step in completing
your data migration. It involves multiple steps and should be a highly orchestrated
event also considers how you intend to destroy data on the old storage array before
it is removed from the data center.

Data migration process steps: the data migration process steps are:

plan the strategy

work with your end user

audit the data and fixe any Issue

backup the source data before you move it

final test and shutdown
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A. Overview of Window Server Backup

Windows Server Backup (WSB) is a feature that provides backup and recovery option for
windows server environments. Administrators can use windows server backup to back up a
full server, the system state, selected storage volumes or specific files or folders, as long as

the data volume is less than 2 terabytes.

The most common backup types are a full backup, incremental backup and differential
backup. Other backup types include synthetic full backups and mirroring. In the debate over
cloud VS local backup, there are some types of backup that are better in certain locations. If
you are performing cloud backup, incremental backups are generally a better fit because
they consume fewer resources. You might start out with full backup in the cloud and then
shift to incremental backup, though, is typically more of on-premises approach and often

involved disk.

B. Checklist Schedule Automatic Backups.

You can use the Backup Schedule Wizard in Windows Server Backup to schedule backups

that run automatically once or more per day.

An automatic backup will make backing up your information much easier. It eliminates
human error. You can schedule automatic backups of the data on your company's

computers. This can be done with both an external hard drive and an offsite server.

You can save scheduled backups to one or more attached disks (either internal or
external)—or, new in Windows Server 2008 R2, you can save a scheduled backup to a
volume or a remote shared folder. If you use disks, they must be available and online for the
schedule to be configured and for you to complete the wizard. However, later when you
start running scheduled backups, if you are using multiple disks, we recommend that you
only connect one at a time so that backups will keep being saved to the same disk. Then,

when you want to move that set of backups offsite, attach another disk in the series.

C. Checklist: Perform a Manual Backup
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You can use the Backup Once Wizard in Windows Server Backup to create single backups of
your computer. You can also create one-time backups using the Wbadmin start backup or
Whbadmin start systemstatebackup commands or the Windows PowerShell cmdlets for

Windows Server Backup.

D. Checklist: Recover Files, Folders, Applications, Volumes, or the Operating

System

You can use the following tools to perform recovery tasks:
Recovery Wizard in Windows Server Backup: This wizard helps you recover files and

folders, applications, volumes, and the system state.

Catalog Recovery Wizard in Windows Server Backup: This wizard helps you recover the
backup catalog, a file that stores details about your backups. This wizard is only available if
your backup catalog has become corrupted.

Windows Recovery Environment and a backup created with Windows Server Backup.
Windows Recovery Environment can be accessed from a computer running Windows

Server 2008 R2 or a Windows Setup disc. This method helps you recover your operating

system or full server.

Backup and recovery describes the process of creating and storing copies of data that can be
used to protect organizations against data loss. This is sometimes referred to as operational
recovery. Recovery from a backup typically involves restoring the data to the original
location, or to an alternate location where it can be used in place of the lost or damaged
data. A proper backup copy is stored in a separate system or medium, such as tape, from
the primary data to protect against the possibility of data loss due to primary hardware or

software failure.

E. Installation of Windows Server Backup Tools

To access backup and recovery tools, you must install the Windows Server Backup Features and
subordinate items that are available in the Add Features Wizard in Server Manager. This installs
the following tools:

Windows Server Backup Microsoft Management Console (MMC) snap-in

Wbadmin command-line tool

Windows PowerShell cmdlets for Windows Server Backup
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¢ Install the Windows Server Backup feature on Server, perform the following steps:

Log in to Server and open Server Manager.

Click Manage - Roles and Features.

Click Next when the Add Roles and Features Wizard appears.
Click Next on the Select installation type screen.

Click Next on the Select destination server screen.

Click Next on the Select server roles screen.

Select Windows Server Backup and click Next.

©® N o Uu B~ W NP

Select Restart the destination server automatically if required and click Yes to allow
automatic restarts.

9. Click Install and then click Close.

After the installation completes, you can launch the Windows Server Backup Microsoft
Management Console (MMC) snap-in by selecting Server Manager - Tools - Windows

Server Backup.

To view the list of commands supported by the wbadmin command-line tool, open a
command prompt while logged on with administrative rights and use the following

command:

wbadmin /?

To view the Windows PowerShell cmdlets available for Windows Server Backup module, use

the following command from within Windows PowerShell:

PS C:\ Get-Command -Module WindowsServerBackup -CommandType Cmdlet

Install Windows Server Backup Features on a Server Core Using Windows PowerShell.

To install the Windows Server Backup features on a Server Core installation, perform the

following steps:

1. Login to the Server Core installation.
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Enter the following command from within the command window that appears and then press enter
to start a windows PowerShell session.

PS C:\Import-Module Servermanager

Enter the following command to add the Windows Server Backup feature:
PS C:\Install-WindowsFeature Windows-Server-Backup

Enter the following command to confirm the Windows Server Backup feature is installed:

PS C:\Get-WindowsFeature | where {S_.Name -eq "Windows-Server-Backup"}

2. Type Exit to end the Windows PowerShell session and return to the command
window.

3. Type wbadmin /? and confirm wbadmin tools are installed.

F. Backing Up Your Server

You can use Windows Server Backup to protect your operating system, system state,
volumes, files, and application data. Backups can be saved to single or multiple disks, single
or multiple volumes, DVDs, removable media, or remote shared folders. They can be
scheduled to run automatically or manually.

Backing Up the Server Windows Server 2003 includes a great backup tool (ntbackup.exe) to
back up and archive user data and also the entire operating system and disk volumes. You
can use Windows Server 2003 Backup tool (ntbackup.exe) to back up and restore both
Windows Server 2003 and and also Exchange 2003 data. Windows Server 2003 Backup tool
(ntbackup.exe) can be used to backup directories, selected files, and System State data,
including Windows Server 2003 operating system registry information. Windows Server
2003 Backup is included on all the different versions of Windows 2003 family Operating
Systems.

G. Recovering Your Server

you can use the backups you have created with Windows Server Backup to recover your
operating system, system state, volumes, applications and application data, backup catalog,
and In the Add Features Wizard, on the Select Features page, expand Windows Server
Backup Features, and then select the check boxes for Windows Server Backup and

Command-line Tools.

H. Optimizing of Backup and Server Performance
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You can use the Optimize Backup Performance dialog box to improve the performance of
backups for full volumes, which can improve server performance. It is available from the
homepage of the Windows Server Backup snap-in. However, these settings apply only if you are
including entire volumes in the backup. The performance settings will not be applied if you
specify a file or folder backup (in this case, backups will be created using the file backup engine

and these settings will not be applied.)

To adjust performance settings for Windows Server Backup

Click Start, click Administrative Tools, and then click Windows Server Backup.

In the Actions pane of the snap-in default page, under Windows Server Backup, click
Configure Performance Settings. This opens the Optimize Backup Performance dialog box.
In the Optimize Backup Performance dialog box, do one of the following:

Click Normal backup performance. Choose this option to specify that the backups you
create are full backups. During a backup operation, Windows transfers all the contents of
the volume being backed up, but the space used on the backup storage location is only for
the changed blocks on the source.

Click Faster backup performance. Choose this option to specify that the backups that you
create are incremental backups. Windows will leave a shadow copy on the source volume to

use to track the changes.

During next backup operation, only the changes since last the backup are transferred (by
reading from the “diff area” of the shadow copy)—as compared to the Normal backup

performance option, where the entire source volume data is transferred. (Because only

I. Testing of backup Using Cmd

You can use the Windows PowerShell cmdlets for Windows Server Backup to automate and
manage backups. Before you begin, you must install the cmdlets as part of installing
Windows Server Backup. (For instructions, see Install Windows Server Backup Tools.) Then,
each time you use the cmdlets, you must add the Windows Server Backup cmdlet snap-in to
the instance of Windows PowerShell that you have opened. changed blocks are written, there
is a performance increase.) The space used on the backup storage location will still only be for
the changed blocks detected on the source. Use this method for servers that are less I/O
intensive because shadow copies can degrade the performance of write operations for the

volume they are on (read operations are not affected).
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J. Resources for Backup and Recovery

The need for a backup software solution cannot be stated enough, because of the risk of
losing all your files, photos, music, and other important documents to an accident or
computer crash.

v" Backing up option

e There are many different options available for backing up. This might include copying
files and folders to a rewritable CD or DVD, USB drive, or external harddrive, or even
using a cloud backup solution so you can access and sync your files and folders
between different devices.

¢ While it's great if you're using even one method, it's even more ideal if you're using
multiple backup methods to provide a real and practical degree of redundancy.

However, doing so might make it more difficult to manage your backups.
v" Backup hardware include:
1. CDor DVD
2. USB Flash Disk
3. External hard drive
v Server Backup software

This is where backup software really comes into it's own, as it allows you to more easily
manage and automate backing up tasks, allowing you to just let everything run and save in

the background while you're working.

Server backup software is used to ensure the information stored or processed via server
hardware remain intact in case of mechanical failure or errors. These solutions store the
information processed by server in a remote location or a remote cloud, or some other
onOpromises hardware device. Companies use server backup software to prevent data loss
in disaster scenarios as well as to ensure their business data or customer business data

remains available.

Server backup software includes:
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EaseUS Todo Backup Free
Veeam
Acronis cyber backup

Acronis cyber backup cloud for service provider

-+ £+

Solarwinds backup

K. User Interface: Windows Server Backup

The Windows Server Backup Microsoft Management Console (MMC) snap-in contains the
following wizards to help you schedule and create backups, and perform recoveries:

4+ Backup Schedule Wizard

+ Backup Once Wizard Recovery Wizard

+ Catalog Recovery Wizard

LO 2.1install the network operating system (NOS) and update the NOS with all required

patches

e Content/Topic 1: Installation of Window Server2012R2

A. Installation Methods

Microsoft distributes Windows Server 2012R2 on optical media and in an .iso (ISO) image
format. ISO format is becoming more common as organizations acquire software over the
Internet rather than by obtaining physical removable media. Once you have obtained the
Windows Server 2012 operating system from Microsoft, you can use your own method to
deploy the operating system. You can install Windows Server 2012 by using a variety of
methods, including the following:

1. Optic media Install window server setup from storage media such as CD, DVD.

2. USB flash Disk(boot from)

3. Install window server from internet this method require internet(boot from internet)
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Windows Server 2012 R2 deployment
method options include:

"
.- I

—y
Optical disk USB flash drive

tE

i

Windows Deployment Services

B. Installation Types

Three different types of installation can be carried out for Windows XP Professional. The
type of installation chosen can affect various stages of the installation process. The three
types are as follows:

Clean installation: one where there is no existing operating system on the computer or you
do not want to preserve the existing installation. The biggest advantage of a clean
installation knows that nothing remains from a previous installation, leading to improved
performance and stability. However, you will need to reinstall all of your applications and
reconfigure your Windows settings.

Upgrade installation: one in which Windows server is installed over a previous version of
Windows. The biggest advantage of an upgrade is that you can retain application
installations and user settings. However, this can also be a disadvantage if you would be
better off without these applications and settings.

Multiple boot installation: one in which several operating systems are installed on the same
computer and the user can choose which operating system to boot during system startup.
Migration: migration means moving from your existing operating system to window server
2012R2 by transfering to different set of hardware.

Choosing Whether to Upgrade or Migrate

A new version of a software or hardware product designed to replace an older version of

the same product. Typically, software companies sell upgrades at a discount to prevent
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users from switching to other products. In most cases, you must prove you own an older
version of the product to qualify for the upgrade price.

System migration is a method of installing a system at a different version that is different
from its current version.

Server migration is a technique in which data is positioned from one server to another. The
reasons behind server migration are security concerns, equipment is being replaced and
many other factors.

C. Hardware Requirements for Windows Server 2012R2

The following are estimated system requirements for the window server 2012R2. If your
computer has less than the “minimum” requirements, you will not be able to install this
product correctly. Actually requirements will vary based on your system configuration and

the application, features your install.

Criteria 2012r2

Minimum Recommended
CPU 1.4 GHz 64bit 2 GHz or faster
RAM 512 MB 2 GB or greater
Available  disk | 32GB 40 GB or greater
space
Optical Driver DVD-ROM drive | DVD-ROM drive

Other requirements

you also must have the following:

Gigabit(10/100/1000 baseT) Ethernet adapter

DVD Drive(if entend to install the operating system from DVD media).

A. Installation of Windows Server 2012 R2 steps

Step 1: Insert a DVD of Windows Server 2012 R2 into your system and start it. Once you get
a message

"Press any key to boot from CD or DVD..", press an Enter key

Press any key to boot from CD or DUD..
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Step 2: Choose the language, time and currency format, keyboard or input method

and click next.

@ Windows Server2012R2

Language to install:

’ B
Time and currency format:| English (United States) v

Enter your language and other preferences and click "Next" to continue.

© 2013 Microsoft Corporation. All ights reserved.

Step 3: Click Install now

B Windows Server2012R2

Install now

Repair your computer

® 2013 Microsoh Corporstion. All nghts reserved

Step 4: Choose the operating system you want to install and click Next
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Select the operating system you want to install

Operating system | Architecture | Date modified |
Windows Server 2012 R2 Standard (Server Core Installation) x64 11/22/2014
server 2012 R2 Standard (Server with a GUI) K 11/22/2014
Windows Server 2012 R2 Datacenter (Server Care Installation) x04 11/22/2014
Windows Server 2012 R2 Datacenter (Server with a GUI) x64 11/22/2014

Description:
This option is useful when a GUI is required-—for example, to provide backward compatibility for an
application that cannot be run on a Server Core installation, All server roles and features are

supported, You can switch to a different installation option later, See "Windows Server Installation
Options,"

Step 5: Click Custom: Install Windows only (advanced)

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option, This epticn is only
available when a suppoerted version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and blications aren't meoved to Windows with this option. If you want to
make changes te pa and drives, start the computer using the installation disc. We
recommend backin, files befere you continue,

Help me decide

Step 6: Click new to partition the hard disk and provide size in MB for this drive, delete for delete

exiting partition and click format to format partition. When done, click Apply



Where do you want to install Windows?

| |

| Name | Total size | Free space | Type
= V Drive 0 Unallocated Space 250 GB 250 GB
+4 Refresh )( Delete &/ Format 6 New
&* Load driver :m Extend Size: | 10000 iJ'J MB [ Apply ] [ Cancel j

Next

Step 7: Choose the drive other than Primary and click Next. Sit back and relax while Installation

takes a moment

Where do you want to install Windows?

[ Name [ Total size [ Free space \ Type
- Drive O Partition 1 Q.0 GH 9.8 GHE  Primary
l, = Drive 0 Unallocated Space 152 GH 15.2 G
€9 Refresh )'K Relete o Eormat ¥ Naw
49 Load cdriver "_j} Pxtond

Step 8: Upon reboot, provide an administrative password and click Finish



Settings

e @ password for the BUIt-in AdMINISIator Account That you can use 1o Sign in 1o this computer.

Reonter password

I Finish I

Step 9: Login with your current password and start enjoying Windows Server 2012 R2 by press
Alt+Ctr+Del

Administrator

o& Windows Server2012R2

Page 31 of 166




e Content/Topic 2: Installation of Windows Server2012R2 Migration Tools

Installing the Windows Server Migration Tools on the DESTINATION Server
First we have to install the on the DESTINATION host (W2K12 in our case, the server to

which you are migrating)). For this we launch Server Manager and on the dashboard select

Manage and choose Add Roles & Feature.

« Dashboard

Add Roles and Features

Remove Roles and Features

F Dashboard WELCOME TO SERVER MANAGER
Add Servers
B Local Server Create Server Group
B Al Servers o Server Manager Propertes
8§ Fite and Storage Services b
2 Add 25 and featur
Add
WHATS NEW -
- '
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Navigate through the wizard until you get to Features. Find and select Windows Server

Migration Tools.

»ocIv 132 vimbe
Select one or mote festures to mstall on the selected server
Features

[ Teinet Clien:
Telnet Server
TFTP Chent

o
compauters that are funning earfier
of \

] Windows Biometric Framework

aw Server o
[ Windows Feedback Forwarder Windows Server 2012 to computers
th unoi ", ows J
Windows Identity Foundation 3.5 _’:"I‘B't runaing Windows Serve:
2012

] Windows Internal Database

Windows Search Service
] Wndows Server Backup
v
] Vindows Standards-Bazed Storage Management
Windows System Rescurce Manager [Deprecated]!
"] Windows TIFF Filter
] WinRM HS Extension

| WINS Server

Wireless LAN Service

XPS Viewer

[[<revious | [ tvext> pstail | [Comeal




Choose window server migration tools then Click Next.

Click Install to kick of the installation.

B Add Roles and Features Wizard (=] = [
View installation p =

o Foa! latio

Windows Server Magration Tools
You can close the wizard without interrupting running thsks. View task progress o open this
PAGE 3g3IN fications in the command bar. and then Task Detads.

Close
Click close

v' Installation of Windows Server Migration Tools on the SOURCE Server

Data migration is simply the process of moving data from a source system to a target

system. Companies have many different reasons for migrating data.

You may want to migrate data when you acquire another company and you need to

integrate that company’s data.

There are three primary types of data migration tools to consider when migrating your data:
On-premise tools: Designed to migrate data within the network of a large or medium

Enterprise installation. Open Source tools: Community-supported and developed data

migration tools that can be free or very low cost.

Cloud-based tools: Designed to move data to the cloud from various sources and streams,

including on- premise and cloud-based data stores, applications, services, etc.

How to select a data migration tool
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Selecting the right data migration tool depends largely on your needs. There are many

excellent data migration tools, but they won’t help if they don’t meet your company’s

particular goals. Here are a few questions to help you choose the right tool for you.

v

Location. Do you want to migrate data on-premise (in the same environment)? Or,
do you want to move data from on-premise to the cloud? Or from one cloud store to
another cloud store? This will help you determine which group of tools to consider.
Cost. Is cost-effectiveness a priority? Using open source tools can be free or
significantly cheaper than commercial solutions, assuming you have the right
expertise in place. Using a cloud-based data migration tool can save you significantly
on infrastructure and manpower costs, freeing up resources for other projects.

Data model. Do you need to change your data model? You may be moving from an
on-premise data warehouse to a cloud-based data warehouse, or you may move
from relational data to a mix of structured and unstructured data. Cloud-based data
migration tools tend to support the widest variety of data models, whereas on-
premise tools tend to be the least flexible.

Data transformation. Do you need to transform (enrich, cleanse, merge, etc.) your
data or support new source types? Because you will be adding or changing data
sources, you will almost certainly need to transform your data as part of the
migration process. All migration tools can transform data, but cloud- based systems
tend to be the most flexible, supporting the widest range of data types.

Security. Is any of the data you are migrating sensitive? If you want to migrate
sensitive data, it is subject to compliance requirements, which can be hard to
support during migration. Cloud-based tools are likely to be extremely secure and
compliance certified. On-premise solutions depend on the security of your overall

infrastructure. And security may vary widely for open source tools.

To install the Windows Server Migration Tools on the SOURCE server, you need to run the

appropriate PowerShell command on the DESTINATION server. This is what trips people up

a lot of the time. You deploy the correct version of the tools from the destination server to

the source server, where you will than register them for use. Do this with an admin account

that has admin privileges on both the DESTINATION & SOURCE Computer.

Start up the Windows Server Migration Tools from Server Manager, Tools.
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Windows PowerShell ISE
2 Windows PowerShell ISE (x86)
el Windows Server Backup
Windows Server Migration Tools Windows Server Migration Tools '

Windows Server Migration Tools Help

This launches the Windows Server Migration Tools PowerShell window.

31 Administrator: Windows Server Migration Tools

lindows PowerShell
copyright <€) 2812 Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> _

Our SOURCE server here is the32 bit (X86) Windows 2008 TS Gateway Server. The
documentation tells us the correct values to use for the parameters /architecture and /OS
to use.

SmigDeploy.exe /package /architecture X86 /os WSO8 /path \SourcerServercSsysadmin

Now before you run this command be sure to go to the ServerMigrationTools folder as the
Ul fails to do that for you.

Also this is PowerShell so use . in front of the command otherwise you’ll get the error

below.

Administrator: Windows Server Migration Tools (=Tl

i
1s ploy.exe /package Zarchitecture X86 son

While you want this:
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Now you have also deployed the correct tools to the SOURCE server, our old legacy TS
Gateway Server. Next we need to register these tools on the SOURCE Server to be able to
use them. You might have gotten the message already you need PowerShell deployed on
the SOURCE Server as documented.

If you have PowerShell, launch the console with elevated permissions (Runs As

Administrator) and run the following command: .SmigDeploy.exe

P CiNEysAdain\SHT vaB_xB6) \Snighoploy.exe
Enigbeploy.exe 1o checking for prerequisites

\mql\nplnn; exe I4 registering Vindovs Server Migration Teols endlets vith Vindows PowerShell.
Enigheploy.exe 1s creating a shortout in Start ) Adnindstrative Tools > Viadows Sexrver Migration Teols,
The vegistration of Windewa Server Migration Tools 1o conplate,

for more information about how to uye Vindowe Server Migration Tools, ¢ee the nigration guides on the Viadows Server 261
2 ToohConter,
Snighoploy.exe 13 starting Vindows PoverShell,

P CONEyafdnin\SNT wa B8 xB6) Add-PESnapin Microsoft Uindovs . Servortlanagor Nigrat fon
PS C\Syufidnin\SHT wol8 xB6)

Using the Windows Server Migration Tools To Migrate Local Users & Groups

To export the local users and groups from the source TS/RD Gateway server you start up the
Windows Server Migration Tools on the SOURCE server (see the documentation for all ways
to achieve this) and run the following PowerShell command:

Export-SmigServerSetting -User All -Group —Path C:SysAdminExportMigUsersGroups -

Verbose

X admventrotor. Wodows Powershed
PS C: \SysAdnin \SHT _ws08 >B6> Export-SnigSearverSetting -User All —Group -Path C:\Syshdain\ExportMiglsersGroups -

rvers numg Al conman I pnrll ne pooition 1

TtenType 1D Succers Dotailslist

gssetting Local User Tree <3
08! ny Local Group Trus (3

PE C\EysRdnin \SMT w08 _xB86> _

As you can see | elected to migrate all user accounts not just the enabled or disabled ones.
We'll sort

those out later. Also note the command will create the folder for you.

To import the local users and groups to the target RD Gateway server you start up the
Windows Server

Migration Tools on the Destination server (see the documentation), i.e. our new Windows

Server 2012 RD Gateway VM.
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Windows PowerShell ISE

Events
Windows PowerShell ISE (x86)
< -
>ervices
= Windows Server Backup
Windows Server Migration Tools Windows Server Migration Tools v

Windows Server Migration Tools Help

Run the following PowerShell command:

Import-SmigServerSetting -User Enabled -Group -Path C:SysAdminExportMigUsersGroups -
Verbose

Do note that the migrated user accounts will be disabled and have their properties set to
"Next Logon". This means you will have to deal with this accordingly depending on the

scenarios and communicate new passwords & action to take to the users.

A. Definition of common networking terms

Networking In the world of computers, networking is the practice of linking two or more
computing devices together for the purpose of sharing data and resources. Networks are
built with a mix of hardware and software.

Protocol In computing, a protocol is a set of rules which is used by computers to
communicate with each other across a network.

Internet Protocol (IP)

The Internet Protocol (IP) is the method or protocol by which data is sent from one
computer to another on the Internet.

Each computer (known as a host) on the Internet has at least one IP address that uniquely
identifies it from all other computers on the Internet. There exist two versions of IP, IPv4
and IPv6

Transport Control Protocol (TCP) and User Datagram Protocol (UDP). These are two types of
internet protocol (IP) traffic TCP and UDP, and both have very different uses

TCP

Transmission Control Protocol is a connection-oriented protocol, a connection can be made

from client to server, and from then on, any data can be sent along that connection.

Page 37 of 166



It is Reliable - when you send a message along a TCP socket, you know it will get there
unless the connection fails completely. If it gets lost along the way, the server will re-request

the lost part. This means complete integrity, things don't get corrupted.

uDP
v' User Datagram Protocol is a simple message- based connectionless protocol. With
UDP you send messages (packets) across the network in chunks.
v" It is Unreliable - When you send a message, you don't know if it will get there, it
could get lost on the way.
v" It is Not ordered - If you send two messages out, you don't know what order they
will arrive in.

Class full Network

There are five classes of IP addresses. Each class is identified by a letter from A to E.
These classes each have their own specificities in terms of distribution of the number of
bytes used to identify the network or computers connected to the network:
v" An IP address class A has a network ID part with only a single byte.
v" An IP address class B has a network ID part with two bytes.
v" A Class C IP address has a network ID part with three bytes.
v IP addresses of classes D and E correspond to particular IP addresses.
In order to identify which class an IP address, it is necessary to examine the first bits of the
address.
Class A
v" An IP address class A has a single byte to identify the network and three bytes to
identify the hosts on the network.
v" A Class A network can contain up to more than 16 million hosts.
v The first octet of a Class A IP address always begins with the bit 0, it is between 0 and
127, some values are reserved for special purposes.
v" An example of IP address class A is 10.50.49.13.
Class B
A Class B IP address has two bytes to identify the network and two bytes to identify the
machines on the network.

v A class B network can contain up to 65534 hosts.
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v The first byte of a Class B IP address always begins with the bit sequence 10, so it is
between 128 and 191.
v" An example of IP address class B is 172.16.1.23.
Class C
An IP address of class C has three bytes to identify the network and a single byte to identify
the machine on that network.
v" A Class C network can contain up to 254 hosts.
v The first bytes of a Class C IP address always begins with the bit sequence 110, it is
between 192 and 223.
v" An example of a Class C IP address is: 192.168.1.34.
Class D
The Class D addresses are used for multicast communications. The first bytes of a Class D IP
address always begins with the bit sequence 1110, so it is between 224 and 239.
An example of a class D IP address is: 224.0.0.1
Class E
Class E addresses are reserved by IANA for use not determined. Class E addresses begin with

240.0.0.0 and ends in 255.255.255.255

Size
Class Leading of network  Size of rest  Number Addresses Start End address
bits number bit  bit field of networks per network address
field
Class A 0 8 24 128(2") 16,777,218 (2 1.0.00 126.255.255.255
Class B 10 16 16 16,384 (2") 85,536 (2") 128.0.0.0 |191.255.255.255
Class C 110 24 8 2,097,152 (2°) 256 (2°) 192.0.0.0 |223.255.255.255
2 . 2
Class D 1110 | notdefined not defined notdefined not defined 224000 |230.255.255.255
‘ ; ‘ 2 |2 256 255
ClassE 1111 not defined not defined not defined not defined 240.0.0.0 |255255.255.255



Content/Topic 2: managing window server2012r2 Post-Installation

A. Configuration of server network settings (Configure the IP address) in window

server2012R2

Open local sever

'V

Manage

"
EVENTS
Double click on Ethernet
) Network Connections =T
T | B« Network and Internet » Network Connections » v & | [ sonrch Network Cannection » |
Organize ~ e + [ &

‘. Ethernetd
ipk.cam
2 | ntel() B2574L Gigabit Netwaork ¢

Double click again



General

Connection
IPv4 Connectivity: Mo Internet access

IPwE Connectivity: Mo Internet access
Media State: Enabled

Duration: 02:19:40
Speed: 1.0 Gbps

Received

1,922

Metworking

Connect using:
| BF  Intel(R) 825741 Gigabit Network Connection

This connection uses the following items:

0% Client for Microsoft Netwarks

.@ File and Printer Sharing for Microsoft Metworcs
o= 005 Packet Scheduler

=2 Microsoft Metwork Adapter Multiplexor Protocol
=i Link-Layer Topology Discovery Mapper |40 Driver
—&. Link-Layer Topology Discovery Responder

—&. Imtemet Protocaol Wersion & (TCPAIPwE)

B Intemet Protocol Version 4 (TCPA1Pw4)

KRR OREE

Install. .. | | Uninstall | | Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

| [ cancel

Double click on internet protocol version



Internet Protocol Version 4 (TCP/IPv4) Properties -

General

You can get IP settings assigned automatically if yvour network supports
this capability. Otherwise, yvou need to ask yvour network administrator
for the appropriate IF settings.

() Obtain an IP address automatically

) Use the following IF address:

IP address: [192 188, 1 . 2 |
subnet mask: [ 255 . 255 .255 . o |
Default gateway: [192 .18, 1 . 1 |

CObtain DMS server address automatically

(@) Use the following DMS server addresses:

Preferred DMS server: | 127 . o . o . 1 |

Alternate DMS server: | . . . |

[] validate settings upon exit

| QK | | Cancel |

Enter IP address, subnet mask, default gateway and preferred DNS server then click ok

A. Setting the computer name

# Double click on computer name

Server Manager * Local Server > Mansge
PROPERTIES
B2 Dashboard r serye 1588 =
& All Servers Dine Fag— Worst NeAt combig
§ a0 ps st chacked fe updat .
18 OHCP
W3 File and Steeage Secvices P REmate marisgament znsed Customer Bsenence Improvement Feogram  Not paticl
2 2. flem o aied . '
s X, o ‘
™ Nae Ethamat ; Nok aethant
Moret SR ,
o
"
EVENTS
W evernts | A0 ks TASES -

#+ Click change



Computer Mame | Hardware I Advanced I Remote |

@l Windows uses the following inrformation to identify your computer
on the network.

Computer description:

For escample: 115 Production Server” or
"Accourting Server”.

Full computer name: server.ipk.com

Dlomain: ipk.com

To remame this computer or change its domain or
workgroup, click Change.

= Type computer name then click ok and ok

You can change the name and the membership of this
computer. Changes might affect access to netwark resources.

Computer name:
serverd

Full computer name:
gerverd ipk.com

Member of

i®) Domain;

|ipk.cum

() Waorkgroup:




OLINE S S e iy ST TS I ey 1

Computer Name/Domain Changes

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programes,

4 Click restart now to restart computer

Microsoft Windows -

You must restart your computer to apply these
changes

L& ]

Before restarting, save any open files and close all prograrms.

Restart Mow | | Restart Later

Restarting

B. Configuring the time zone
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Manage

Date and Time

| Date and Time | Additional Clocks

Date:
Thursday, April 2, 2020

Time:
3:37:12 PM

| "E!) Change date and time...

Time zone

(UTC+02:00) Cairo

Change time zone...

There are no upceming Daylight Saving Time changes.

| l Cancel Apply

Click on change time zone

= l PROPERTIES
B2 Dashboard r serve
s & tia
H& Arservers Durnas pkzam Wirstowws Uprdete
f§ aDDs act chacked o ug
1% ORCP
ii File and Staeage Secvices P Remate management zrRaled Luttomer badenence L
- femote Desktop Lnaed i Enhanced Secunty Comfigurancn
oIS X
™ Nae y 16812 1PV enabile
212 @nda Mrocecs
Harre Y Yhvare - 1
N
"
EVENTS
Al everits | A0 104

TASES




5Set the time zone:

Time zone:

(UTC+02:000 Cairo

Current date and time; Thursday, April 2, 2020, 3:38 PM

Select time zone from the list

Set the time zone:

Time zone:

(UTC+02:00) Cairo

(UTC+02:00) E. Europe

(UTC+02:00) Harare, Pretoria

(UTC+02:00) Helsinki, Kyiv, Riga, Sofia, Tallinn, Vilnius
(UTC+02:00) Istanbul

(UTC+02:00) Jerusalem

(UTC+02:00) Tripoli

(UTC+03:00) Baghdad

(UTC+03:00) Kaliningrad, Minsk

(UTC+03:00) Kuwait, Riyadh r

B K

(UTC+03:00) Mairobi

(UTC+03:30) Tehran

(UTC+04:00) Abu Dhabi, Muscat

(UTC+04:00) Baku

(UTC+04:00) Moscow, 5t. Petersburg, Velgograd

(UTC+0:00) Port Louis

(UTC+04:00) Thilisi

(UTC+04:00) Yerevan

(UTC+0:30) Kabul

(UTC+05:00) Ashgabat, Tashkent
— (UTC+05:00] Islamabad, Karachi =

(UTC+0%:30) Chennai, Kolkata, Mumbai, Mew Delhi
~ (UTC+0530) 5ri Jayawardenepura —
— (UTC+05%:43) Kathmandu
(UTC+06:00) Astana
(UTC+06:00) Dhaka
(UTC+06:00) Ekaterinburg
(UTC+06:30) Yangon (Rangoon)
(UTC+07:00) Bangkok, Hanoi, Jakarta
(UTC+07:00) Movosibirsk
(UTC+08:00) Beijing, Chongging, Hong Kong, Urumgi h

Clicks apply and ok

C. Configuring automatic updates




Double click on windows update to change setting

@ -t |G} v Control Panel » Systern and Security » Windows Update W G| | Search Control Panel » |

Control Panel Home

Windows Update

Check for updates
Change settings i i
i i You're set to automatically install updates
View update history
i Mo updates are available,
Restore hidden updates
Muost recent check for updates:  Mewver
Updates were installed: Mewver
You receive updates: For Windows only.

Select install update automatically from the list to enable automatic windows updates then

click ok

(&) - |lﬁu Windows Update & Change settings w c.| [ seareh Control Panel

Choose your Windows Update settings

When your PC is online, Windows can automatically check for important updates and install them using these
settings. When new updates are available, you can also choose to install them when you shut dawn your PC.

Impaortant updates

w Install updates automatically (recommended)
Install updates automatically (recommended)
Download updates but lat me choose whether to install them
Check for updates but let me choose whether to download and install them
Mever check for updates (not recommended)
Updates will be automatically installed during the maintenance window.

18 metered

Recommended updates

|+ Give me recommended updates the same way | receive important updates
Microsoft Update

|| Give me updates for other Microsoft products when | update Windows

Mote: Windows Update might update itself automatically first when checking for other updates. Read our
privacy staterment onling,

Activate Wincowg:
oK |.|-¢‘l‘=¢'||||-,| Fey metiv:

D. Add role and Features window server 2012 has the following roles which can

different roles and features which can be used and in the subsequent learning units,
will see how to install and configure the most important ones. The following steps

shows how to add role and features :



X/
°e

Select start > server manager

Add role and features

In server Manager select manager > Add roles Services and features

In the Add roles features wizard, click next unit the server roles page appears
Select the following then click next

In the features page select the one more feature

Enabling remote desktop

m /7 /7 /7 /7 X/
. LI X I XC IR X I XS

Click on remote desktop then choose option allows remote connection to this computer

System Properties
Computar Nama | Hardware | Advanced | Remote

Femotes Assistance

Femote Desktop
Choosa an aption, and than spacify who can connact 1
0 Dant alew remote connactions ta this compulear
(@ Alloww remote connections to this computer

[+#] Mlaw eannections anly frem compulan unning Remaote
Dasklap wilh Matwal Leval Adthantication ecammandad)

H=lp ms chooss | Salect Llaars

Ok | | Canosl |

Click Apply and ok

F. Joining a domain

We have shown you how to install Active Directory on your network, but it’s pointless to
have a Domain Controller unless you add your machines to the Domain, so today we’re
going to cover how to do that.

Adding a Computer to an Active Directory Domain is not hard by any means, but there are 3
things you should always remember:

e Rename the machine to a user friendly, recognizable name before adding it to the
Domain.

* Make sure your DNS settings are pointing to the correct DNS Server for the domain.

* You have to have access to a Domain account that is part of the Domain Admins security
group.

Joining a client to a Domain

Open Computer and click on the System Properties button.
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&

GO"’- » Computer » - l 49 || Search Co_mpu.'u
Organize v System propert b Uk Hl o¢ change 3 prog Map k deive  »
43¢ Favorites « Hard Disk Drives (1)
Bl Desktop Local Disk (C:)
Downlcads “ o, — J
: Recent Places V 430 GB free of 599 G8
# Devices with Removable Storage (2)
“ _3 Libraries DVD Drive (D)
o ['8 Decuments ‘y Floppy Disk Drive (A2) X16-42552VS2010Uitm Trial
} e 0 bytes free of 2.27 GB
e Pictures < Network Location (1)
~ B Videos ___ Shared Folders (\\vmware-host)
) -
| o Computer " - y
~ Network
WIN-1MKQ2BFEBP7 Workgroup: WORKGROUP Memory: 1.00 G8

Processor: Intel(R) Core(TM) i7 CP...

&

Now click on the advanced system settings link on the left hand side.

&)=/ » conoiPane » system snd securty » System - [ 495t ContrsPone

s

ontrol Panel Home ’ - -
3 g View basic information about your computer

% Device Manager Windows edition
% Remote settings Windows 7 Uimate
# System protection Copyright © 2009 Microsoft Corporation. Al rights reserved.

% Mmm% Service Pack1
=

System
Rating: m Windows Expenrence index
Processor: Intel{R) Core(TM] 7 CPU 930 © 280GHz 280 GHz
Installed memory (RAM)::  1.00 GB
System type: 64-bit Operating System
See also Pen and Touch: No Pen or Touch Input is available for this Display

:;m(mu Covputer narme; domain, and workeroup

indows Update

RS e Computer name: WIN-IMKQ2BFEBPT % Change settings
\ }oob Full computer name: WIN-1MKQ2BFEBPT

Computer description:

When the advanced system settings open, switch to the computer name tab.



rSystemPcopeﬂies b

' Windows uses the following irformation to identify your computer

on the network.
Computer descaption: |
For example: “Kachen Computer” or “Mary's
Computer™.
Full computer name: WIN-TMKQ2BFEBP7
Workgroup: WORKGROUP

To use a wizard to join & domain or workgroup . ciick
A [ NetwosciD.. |

Tom.ﬁisco'mer_ordwhw“ [ Change.. |

Lok ) [ Concat ][ acon

Click on the change button, from here you can change your Computers Name to a more

friendly name.

f Computer Name/Domain Changes

You can change the name and the mambenship of thes
computer Changes might affect access to network resources
More information

Computer name:
WIN-1TMKQ2BFEBP 7
Full compiter name

WIN-TMKQZ2BFEBP Y

Now switch the radio button, in the bottom section, from Workgroup to Domain. This will

make the text box become available.



p
Computer Name/Domain Changes

You can change the name and the membership of this
computer. Changes might affect access to network resources.
More information

Compubernome:
HTG-Win7Uttmate

Full computer name:
HTG-Win7Ultimate

Member of

(") Workgroup:
WORKGROUP

Now type in the name of your domain, local, but yours will be whatever you made it when

you set up Active Directory.

»
Computer Name/Domain Changes

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
HTG-Win7Uktimate

Full computer name:
HTG-Win7Ulkimate

Member of
howtogeek Jocal

") Workgroup:
|[WORKGROUP

If you specify the correct credentials you will be welcomed to the Domain.



@ Welcome to the howtogeek.local domain.

G. Configuring a Server Core Installation

The Server Core option is a minimal installation option that is available when you are
deploying the Standard or Datacenter edition of Windows Server. Server Core includes most
but not all server roles.

v’ Benefits of a Server Core installation
The Server Core installation option provides the following benefits:
Reduced maintenance: Because the Server Core installation option installs only what is
required to have a manageable server for the AD DS, AD LDS, DHCP Server, DNS Server, File
Services, Print Services, and Streaming Media Services roles, less maintenance is required
than a full Windows Server installation with a graphical interface.
Reduced attack surface: Because Server Core installations are minimal, there are fewer
applications running on the server, which decreases the attack surface.
Reduced management: Because fewer applications and services are installed on a server
running the Server Core installation, there is less to manage.
Less disk space required: A Server Core installation requires only about 1 GB of disk space to
install and approximately 2 GB for operations after the installation.
A server running a Server Core installation supports the following server roles:

4+ Active Directory Domain Services (AD DS)
Active Directory Lightweight Directory Services (AD LDS) DHCP Server
DNS Server File Services Print Services
Streaming Media Services

Web Server (IIS)

T # & # #

Configuring Network Interface Card Teaming




In Server Manager, click Local Server.

In the Properties pane locate NIC Teaming, and then click the link Disabled to the right. The

NIC Teaming dialog box opens.

= SERVERS
. All Servers | 1 total TASKS w |
Name Status Server Type Operating System Version Teams

HYPERV-01 @ Online Physical Microsoft Windows Server Technical Preview 2 0

TEAMS ADAPTERS AND INTERFACES

All Teams | O total TASKS TASKS |

Te;m Status Teaming Mode Load Balancing Ad Network Adapters I=l] lnterfacesl

-~
Adapter Speed ‘State Reason

4 Available to be added toateam (3) |
Ethernet 1 Gbps
Ethernet 2 1 Gbps
Ethernet 3 1 Gbps

In Adapters and Interfaces, select the network adapters that you want to add to a NIC Team.

Click TASKS, and then click Add to New Team.

ADAPTERS AND INTERFACES

WEWTI @ EI Sl Team Interfaces | Add o NewTesin
o Add to Selected Team
Adapter Speed State Reason Disable

4 Available to be added to a team (3) | Properties

T

Ethernet 1 Gbps
Ethemet 2 1 Gbps
Ethemet 3 1 Gbps

The New team dialog box opens and displays network adapters and team members. In Team

name, type a name for the new NIC Team.



New team

Team name:

Member adapters:

In Team Ada;;ter Speed: State Reason

[] Ethemet 1 Gbps
Ethenet2 1 Gbps
Ethenet3 1 Gbps

v Additional properties

‘ OK [l Cancel I

If needed, in Additional properties, select values for Teaming mode, Load balancing mode, and

Standby adapter. In most cases, the highest-performing load balancing mode is Dynamic.

New team

Team name:

Converged NIC Team
Member adapters:

In Team Adn':lm Speedt  State  Reason

[_] Ethernet 1 Gbps
[!_] Ethernet 2 1 Gbps
[¥] Ethernet3 1 Gbps

A~ Additional properties

Teaming mode: | switch Indapendent [~
Load balancing mode: l Dynamic l > I
Standby adapter: | None (all adapters Active) [~]

Primary team interface:  Converged NIC Tean: Default VIAN

[ ok || cancel |

If you want to configure or assign a VLAN number to the NIC Team, click the link to the right of

Primary team interface. The New team interface dialog box opens.



New team interface

Interface name

Team:

Type: Primary interface

VLAN membership

(® Default
The default interface handles all traffic that is not claimed by other VLAN-
specific interfaces.

) Specific VLAN:

\ OK | Cancel

To configure VLAN membership, click Specific VLAN. Type the VLAN information in the first

section of the dialog box

New team interface

- VLAN

Team:

Type: Primary interface

VLAN membership
() Default
The default interface handles all traffic that is not claimed by other VLAN-
specific interfaces.

(® Specific VLAN:

OK i Cancel

Click OK

. Activating Windows Server

To ensure that your organization is correctly licensed and to receive notices for product
Updates, you must activate every copy of Windows Server 2012 that you install. Unlike with
Previous versions of the Windows Server operating system, there is no longer an activation
Grace period. If you do not perform activation, you cannot perform operating system

Customization. Also, until activated, the server will shut down every hour.



To activate Windows Server 2012, you can use one of two general strategies:
+ Manual activation. Suitable when you are deploying a small number of servers.
4+ Automatic activation. Suitable when you are deploying larger numbers of servers.

.1 Manual Activation

With manual activation, you enter the product key, and the server contacts Microsoft.
Alternatively, an administrator performs the activation over the phone or through a special
clearinghouse website.

You can perform manual activation from the Server Manager console by performing the
following procedure:

1. Click the Local Server node.

2. In the Properties window, next to Product ID, click Not Activated.

3. In the Windows Activation dialog box, enter the product key, and then click Activate.

4. If a direct connection cannot be established to the Microsoft activation servers, details
will display about performing activation using a website from a device that has an Internet
connection, or by using a local telephone number.

Because computers running the Server Core installation option do not have the Server
Manager console, you can also perform manual activation using the slmgr.vbs command.
Use the slmgr.vbs /ipk command to enter the product key, and sImgr.vbs /ato to perform
activation once the product key is installed.

You can perform manual activation by using either the retail product key or the multiple
activation key.

You can use a retail product key to activate only a single computer. However, a multiple
activation key has a set number of activations that you can use. Using a multiple activation
key, you can activate multiple computers up to a set activation limit.

An original equipment manufacturer (OEM) key is a special type of activation key that is
provided to a manufacturer and allow automatic activation when a computer is first
powered on.

This type of activation key is typically used with computers that are running client operating
systems such as Windows 7 and Windows 8.1. OEM keys are rarely used with computers
that are running server operating systems. Performing activation manually in large-scale

server deployments can be cumbersome. Microsoft provides a method of activating large
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numbers of computers automatically without having to enter product key son each system
manually.

1.2 Automatic Activation

In previous versions of the Windows Server operating system, you could use the Key
Management Service (KMS) to perform centralized activation of multiple clients. The
Volume Activation Services server role in Windows Server 2012 allows you to manage a KMS
server through a new interface. This simplifies the process of installing a KMS key on the KMS
server. When you install Volume Activation Services, you can also configure Active Directory-
based activation. Active Directory-based activation allows automatic activation of domain-joined
computers. When you use Volume Activation Services, each computer activated must
periodically contact the KMS server to renew its activation status.

J. configuration of window firewall

v" Definition Windows Firewall

Windows Firewall is a Microsoft Windows application that filters information coming to your
system from the Internet and blocking potentially harmful programs. The software blocks
most programs from communicating through the firewall.

Windows Firewall allows you to block or unblock all connection requests, helps block
computer worms and viruses and creates a security log of successful and unsuccessful
attempts to connect to your computer, according to the Microsoft Corporation.

v" Types of Firewalls

There are many different types of firewall you can implement in order to control various
activities in different places and operating systems. The two main types of firewall are host-
based and network-based firewall.

v" Host-based firewall. This type of firewall runs on individual systems, physical or
virtual. It is a piece of software installed on an operating system which stands
between the host and other network devices. Same as any other firewall, it controls
and filters incoming and outgoing network traffic, but only for a single host. The
benefit of this type of firewall is that it can protect from both external and internal
attacks. Host-based firewall is highly customizable and every host can have unique
firewall rules to match its specific needs. This allows organizations to tightly control

how people use the network.
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v" Network-based firewall. These are network devices built into the IT infrastructure
and they stand between public and internal networks. A network-based firewall can
be a hardware device or a virtual solution. Most modern routers have this firewall
built into them and it can range from basic to a firewall with advanced security
settings. The benefit is that every network device behind it is protected, not only a
single host.

v" Configuring window firewall setting

Step 1

Windows Server 2012: Log into your server using remote desktop and press the Windows
key to bring up the start menu.

Windows Server 2016 or 2019: Log into your server using remote desktop and click the
search

icon located next to the start menu icon.

Step 2

Type firewall and click on the Windows Firewall with Advanced Security icon.

AppS Results for “firewall”

g,@. Windows Firewall
. with Advanced...

Check your current Firewall settings

Step 3

Open your firewall, you will see the firewall overview, this shows what the current settings
are for each profile (Domain, Private and Public).

To check your Inbound or Outbound rules select either one from the left hand pane.
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Domain Traffic to and from a network on which it can detect a domain controller of the
domain to which the computer is joined.

Private Traffic to and from the local server or the local network to which it is attached.
Public Traffic to and from non-local sources such as the World Wide Web.

Step 4

@ Windows Firewall with Advance TSRS

Inbound Rules N
. Rdiont e ame
&% Outbound Rules
¥ Connection Security Rules
p» B Monitoring

@Allow incoming ping requests [Pv4

@ snmp

. BranchCache Content Retrieval (HTTP-In)
.BranchCache Hosted Cache Server (HTT...
. BranchCache Peer Discovery (WSD-In)
. COM+ Network Access (DCOM-In)

Rules with a green tick next to them are active, if they are greyed out this means they are
inactive rules.

An inactive rule does not mean that a service is blocked. For example to block a service the
rule to do this must be active.

v' Enabling or Disabling a Firewall rule

Step 1
Log on to your server and open up your Windows Firewall.
Step 2

Select either Inbound Rules or Outbound Rules depending on if you want to edit.



&P Windows Firewall with Advance [l el

—Inbound Rules

<z ; Name
B3 Outbour!d e . @Allow incoming ping requests [Pv4
%% Connection Security Rules @ snmp

p B Monitoring .
. BranchCache Content Retrieval (HTTP-In)

.BranchCache Hosted Cache Server (HTT...
. BranchCache Peer Discovery (WSD-In)
@ coM+ Network Access (DCOM-in)

Step 3

To enable the rule right click on the greed out rule and select Enable Rule.

@ rer Cut COM-In)
@rer  copy COM:-In)
@ rer i CP-In)
@ rer CP-In)
@ Rer Properties CP-In)
@ Ren Help DP-In)
. Remote event tog wianagement (NP-In)

To disable a rule right click on a green rule and select Disable Rule.

. Secure Socket Tunneling Protocol (SSTP-...
v World Wide Weh Servicec fHTTDS Traffic.,,

@ snm Disable Rule

O o

@M Cony nt (D..
@ 1em 1 b nt (D...
@1em e nt (T...
@M Properties it (T...
@ virtu Help -In)

.Vil‘tu VTS TVIUTITCOTIITY (CCro REQUE...

v" Add a Firewall Rule

Step 1
Log on to your server and open up your Windows Firewall.
Step 2

Select either Inbound Rules or Outbound Rules depending on if you want to add.

&P Windows Firewall with Advance [l el

—Inbond Rles

- Name
B3 Outbour!d e . @Allow incoming ping requests [Pv4
¥a Connection Security Rules @ snmp

p B Monitoring .
. BranchCache Content Retrieval (HTTP-In)

.BranchCache Hosted Cache Server (HTT...
. BranchCache Peer Discovery (WSD-In)
@ coM+ Network Access (DCOM-in)

Step 3 Select New Rule from the right hand side Actions menu.



Actions
Inbound Rules -

S Filter by Profile

¥ Filter by State
T Filter by Group

View

| Y Y

Refresh

7)

Export List...

- F

Help

Step 4
Select the Rule Type that you want to create and click Next. In this example Port has been

chosen.

What type of nde would you ke to create?

' Program
Rufe that controls connactions for a program

( Rude that controls connections for a TCPUUOPM)

R that controls connections for a Windows experence

’ Custom
Custom nie
C Net> D Coxa |
Step 5

Select either TCP or UDP depending on the type of traffic the port you are creating a rule

for. Select Specific local ports and enter a port, a list of ports or a port range and click Next.



Does this rule apply to TCP or UDP?

) UDP

Does this nue apply to ol local ports or spechic local ports?

©)_Aillocal ports .
(9:' Specific local podts:  [2447 )
Example: £0, 443, 50005010

[ <Baok  [C Nec> D[ Cancdl ||
Step 6
Select what action you would like the rule to perform and click Next. You can choose to

Allow the connection, Allow the connection if it is secure or Block the connection.

Whist action should be takan when a connection matches the specfied condtiona?

This Inchudes connections that are protected with 1Psec ns well a8 those are not

Gmomm

Niow the connection if it ix secure

This inchudes only connections that have been authenticated by usng IPsec, Connections
;:‘ebemndmmemhlPucwm.\GMnmmm
node.

' Block the connection

| <ook K Nea> D[ Cocat ||
Step 7

Select the Profiles to apply the rule to and click Next.



Appinn when & computer in cormected 10 Ex Ccoturmte doman

v Private
Appies when a computer is connaciod 1n & Dritvite Network acation. such 8e & home

of wodk place
o Public
Apphes whan 8 compoier I8 corvectod 10 & padc retwark location

o T

For more information on profiles see the Check your current Firewall settings section.
Step 8

Give the rule a meaningful name and description and click Finish.

(N N

[Pon 3447 1

Description {optional):
Afow Port 8447 inbound on all connections]

|_<Bock | Fosh D| Cance

v' Edit a Firewall Rule

Step 1
Log on to your server and open up your Windows Firewall.
Step 2

Select either Inbound Rules or Outbound Rules depending on if you want to edit.



P Windows Firewall with Advancq TSR L0

R Name
Outbound Rules

¥& Connection Security Rules
b B, Monitoring

@Allow incoming ping requests Pv4

@ s

. BranchCache Content Retrieval (HTTP-In)
' BranchCache Hosted Cache Server (HTT...
. BranchCache Peer Discovery (WSD-In)
’ COM+ Network Access (DCOM-In)

Step 3

Right click on the rule you want to edit and select Properties.

@rer  cut COM-In)
@re oy COM:-In)
@ rer e CP-In)
@ rer CP-In)
@rer P
@ Rer Help DP-In)
. Remote event tog wianagement (NP-In)

Step 4

There are several tabs within the rule properties, this guide will cover those that are the
most commonly used.

General

Under the General section of the tab you can only enable or disable the rule by ticking or

unticking the Enabled check box.

General I Programs and Services l Remote Computers I

i @ Thisis a predeﬁned rule and some of its properties cannot
] be modified.

General

% Name:
Q lWodd Wide Web Services (HTTPS Traffic-In)
Description:
An inbound rule to allow HTTPS traffic for Intemet A
Information Services (IIS) [TCP 443]

D Ewed

Under the Action section of the General tab you can choose whether to Allow the

connection, Block the connection or Allow the connection if it is secure.

Action

<54 (® Allow the connection

Q [j (O Allow the connection f it is secure

O Block the connection



Scope
Under the Scope tab you can limit the rule to specific local or remote IP addresses, subnets
and IP ranges. You can apply the rule to any IP (local or remote) by leaving the Any IP

address option selected.

rProtocols and Ports ]—SCOPG | Advanced I Local Principals | Remote Users

Local IP address

& @
sf Any IP addres:

<73 (O These IP addresses:

(O These IP addresses:

To limit a rule to an IP, subnet or IP range (local or remote) select These IP addresses and

select the Add button.

Local IP address
B O AnyIP address
By

L ™
o (® These IP addresses:)

A new window will open with the options to input an IP, subnet or an IP range. Select which

option you want and input the values needed. Click OK once finished.



Specify the IP addresses to match:

IP Address -

®) This IP address or subnet:
[192.168.0.12 |

Examples: 152.168.0.12

) This IP address range:
From:

To:

(O Predefined set of computers:

Default gateway

192.168.1.0/24
2002:5d3b:1a31:4:208:74ff fe39:6c43
2002:9d3b:1231:4:208:74ff fe39:0/112

G —
(I OK DI Cancel
T —

USING DISM to Add window features

Deployment Image Servicing and Management (DISM) tool is a command line tool that is

used to modify Window images. You can use DISM to enable windows features directly from

the command prompt or by applying an answer file to the image. You can enable or disable

windows features on WIM or VHD File, or online on running operating system.

To mount on offline image for servicing

1.
2.

*

Open Command prompt with administrator privileges.

To use DISM from an installation of the window assessment and deployment Kit
(windows ADKK) locate the window ADK servicing folder and navigate to this
directory. By default, DISM is installed at C:/program files(x86)/ windows
its/10.0/assessment and deployment it/Deployment tools/in windows 10,
C:/program files(x86)/windows Kits/8.1/assessment and deployment
Kits/deployment tools/in windows 8.DIMS is available in:

Windows 10

Windows 8.1

Windows 8

Windows server 2016

Windows server 2012

Windows server 2012
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You can install DIMS and other deployment and image tools. Such as windows system

image manager ( windows SIM), on another supported operating system from the

windows ADK.

3. Use the /Get —image Info option to retrieve the name or index number for the image

you want to modify.

To enable or disable windows features using DISM and an answer files steps:

R/
L X4

X/

In windows SIM open existing catalog by clicking select a window image on the
file menu and specifying the catalog file type(.clg) in the drop-down list. Or
create a new catalog by clicking create catalog on the tools menu

Expand the catalog in the windows image pane and then expand packages
Expand foundation and right click Microsoft-windows-foundation-package.

Click add to answer file

Click enabled or Disabled next to the features that you intended to enable or
disable. Click the arrow to select the opposite choice.

Click tools on the main menu and then click validate answer file.

Correct any errors that appear in the massages pane and save the answer file.

At the command prompt type the following command to apply the unattended

answer file to the image.

[y Copy

Dism /online /Apply-Unattenc
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To service an offline image, specify
the location of the mounted image

directory. For example, type:

T Copy

Dism /Image:C:\test\offline

To commit changes on an
offline image

e Commit the changes and unmount

the image. For example, type:

T Copy

Dism /Unmount-Image /MountD:

Learning Unit 3 Configure and administer the server
LO 3.1 Install and administer active directory, Organizational units (OUs).

e Content/Topicl: Installation and Administration of an Active Directory and

Organization Unit(OUs)

A. overview of window server manager

Windows Server Administration is an advanced computer networking topic that includes

server installation and configuration, server roles, storage, Active Directory and Group



Policy, file, print, and web services, remote access, virtualization, application servers,
troubleshooting, performance, and reliability.

B. Definition of Server Manager

Server manager is utility tool in Windows Servers for the administrator for managing servers
roles (like adding or removing server roles.

Windows PowerShell is Command-Line Shell developed by Microsoft. The main purpose of
the PowerShell is to automate administrative tasks which work both local and remote

windows machines. PowerShell is built on .NET Framework.

C. Use the server manager console to perform the following tasks on both local

servers and remote servers:

+ View role-related events.

Events, Services, and Performance tiles are part of role and group home pages.

Commands on the Tasks menu of these tiles let you specify the data that you want

collected from managed servers. The tiles include filters and queries to further limit the

log entries that are displayed in the tile, if desired.

4+ Run the Best Practice Analyzer for a role.

This steps show us how to run best practice analyzer using server manager:

1. Open server manager. To open server manager click start, point to administrative
tools and then click server manager.

2. In the tree pane, open roles and then select the role for which you want to open
BPA.

3. In the details pane open the summary section, and then open the best Practices
analyzer area.

4 List the tools available from Server Manager.

The available tools from server manager are:

Basic system configuration task

Performance monitoring tool

Device manager tools

Viewing the role and features that are installed on a server

Viewing the windows event logs

o v A w N

Powershell based management
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+ Restart windows server
This point show us how to restart windows server using GUI
Click on the start menu > power button > Restart
How to restart windows server using command prompt
1. Open the command. Press ctrl+Alt+Del. The system should present a menu — Click
task manager
2. Reboot the window server Operating system. In the command prompt window, type
windows server restart command, then press Enter: shutdown -r

D. lllustrate an administrative Tools and Remote Server Administration Tools

Remote Server Administration Tools (RSAT) enables IT administrators
to remotely manage roles and features in Windows Server from a computer that is
running Windows 10, Windows 8.1, Windows 8, Windows 7, or Windows Vista. You
cannot install RSAT on computers that are running Home or Standard editions of
Windows.
Remote Server Administration Tools in window server 2012 includes the following:

+ Server Manager,

+ Microsoft Management Console (mmc) snap-ins consoles,

4+ Windows PowerShell  cmdlets and providers, and some  command-line tools for
managing roles and features that run on Windows Server.

E. Managing non-domain joined Windows Server with RSAT and Server Manager

Provide administrative credentials for the server not joined to the domain

To add a non-domain joined server or a Workgroup server to Server Manager, you must use DNS

or Import option in the Add Servers Wizard.
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Computer
Search: 0
Mame P Address
»
| 0 Computer(s) selected

Then you must right-click on the selected server and select “Manage As” from the context menu. This
displays a Windows Security dialog box, in which you must supply the administrative credentials for
the remote server.

Add the non-domain joined server to the TrustedHosts list on the computer running Server
Manager.

Domain membership automatically establishes a trust relationship between the computers in the
domain.

To manage computers that aren’t in the same domain or are in a workgroup, you must establish that
trust yourself by adding the computers you want to manage to the TrustedHosts list on the computer

running Server Manager.

The TrustedHosts list is located on a logical drive called WSMan:
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With the following command, you can see the list of machines that are in the TrustedHosts list, by

default the list is empty.

To add a server to the list you must use the following command:

+
+
+
+
+

+

Add specific computers to the TrustedHosts list

Set-Item WSMan:\localhost\Client\TrustedHosts -Value "Server01.Domain.local, Server02"
Add specific IP address to the TrustedHosts list

Set-ltem WSMan:\localhost\Client\TrustedHosts -Value 192.168.1.200

Add all domain computers to the TrustedHosts list

Set-Item WSMan:\localhost\Client\TrustedHosts *.Domain.local

The TrustedHosts list only saves the last set value. This is because the TrustedHosts list is updated

using the Set-ltem command that you have executed by overwriting the previous entries. if you

want to add an additional computer, without deleting the previous entries, you must use the

following method.
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PS C:\Windows\system32> www.jorgebernhardt.com

F. Configuring Services

+ Startup Types

There are several Acceptable startup types include:

v' Automatic: The service starts at system logon.

v Automatic (Delayed): The service starts a short while after the system has finished

starting up. ...
v" Manual: The service starts only when explicitly summoned.

v" Disabled: The service is disabled.

+ Service Recovery As you probably know Windows has the ability to automatically
perform some predefined action in response to the failure of a Windows Service.
The Recovery tab in the Service property page let you in fact define the actions that
the system has to perform on first failure, second failure, and subsequent failures.

Configure recovery settings for Windows services

Start the Windows Services manager.
Right-click the ArcGIS Monitor Service <Name> service that needs to be updated and click
Properties.
Click the Recovery tab.
Choose Restart the Service in the First failure, Second failure, and Subsequent failures drop-
down menus.
Type 1in the Restart service after text box.
+ Managed Service Accounts Group Managed Service Accountscan only be
configured and administered on computers running Windows Server 2012 but can
be deployed as a single service identity solution in domains that still have some DCs

running operating systems earlier than Windows Server 2012.

G. Installation and Managing an Active Directory Domain Services

1. Overview of AD DS
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Active Directory Domain Services (AD DS) are the core functions in Active Directory that
manage users and computers and allow system admins to organize the data into logical
hierarchies. AD DS provides for security certificates, Single Sign-On (SSO), LDAP, and rights

management.

A directory is a hierarchical structure that stores information about objects on the network.
A directory service, such as Active Directory Domain Services (AD DS), provides the methods
for storing directory data and making this data available to network users and
administrators. For example, AD DS stores information about user accounts, such as names,
passwords, phone numbers, and so on, and enables other authorized users on the same

network to access this information.

Active Directory stores information about objects on the network and makes this
information easy for administrators and users to find and use. Active Directory uses a
structured data store as the basis for a logical, hierarchical organization of directory

information.

This data store, also known as the directory, contains information about Active Directory
objects. These objects typically include shared resources such as servers, volumes, printers,
and the network user and computer accounts. For more information about the Active

Directory data store, see Directory data store.

Security is integrated with Active Directory through logon authentication and access control
to objects in the directory. With a single network logon, administrators can manage
directory data and organization throughout their network, and authorized network users
can access resources anywhere on the network. Policy-based administration eases the
management of even the most complex network. For more information about Active

Directory security, see Security overview.
Active Directory also includes:
£ A set of rules,the schema, that defines the classes of objects and attributes

contained in the directory, the constraints and limits on instances of these objects,
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and the format of their names. For more information about the schema, see
Schema.

A global catalog that contains information about every object in the directory. This
allows users and administrators to find directory information regardless of which
domain in the directory actually contains the data. For more information about the
global catalog, see The role of the global catalog.

A query and index mechanism, so that objects and their properties can be published
and found by network users or applications. For more information about querying
the directory, see Finding directory information.

A replication service that distributes directory data across a network. All domain
controllers in a domain participate in replication and contain a complete copy of all
directory information for their domain. Any change to directory data is replicated to
all domain controllers in the domain. For more information about Active Directory

replication, see Replication overview.

2. Components of Active Directory

Component Description

Organization unit Organizational units are container

objects. You use these container objects
to arrange other objects in a manner
that supports your administrative
purposes. By arranging objects in
organizational units , you make it easier
to locate and manage them.

You can also delegate the authority to
manage an organizational unit.
Organizational units can be nested in
other

Organizational units.

You can arrange objects that have

similar administrative and security
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requirements into organizational units.
Organizational units provide multiple
levels of administrative authority, so
that you can

Apply Group Policy settings and delegate

administrative control.

Domains

Domains are container objects. Domains
are a collection of administratively defined
objects

that share a common directory database,
security policies, and trust relationships
with other domains.

In  this way, each domain is an
administrative boundary for objects.

A single domain can span multiple physical
locations or sites and can contain millions

of objects.

Domain Trees

Domain trees are collections of domains
that are grouped together in hierarchical
structures.

When you add a domain to a tree, it
becomes a child of the tree root domain.
The domain to

which a child domain is attached is called
the parent domain.

A child domain might in turn have its own
child domain. The name of a child domain
is

combined with the name of its parent
domain to form its own unique Domain

Name System
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(DNS) name such as Corp.nwtraders.msft.
In this manner, a tree has a contiguous

namespace.

Forest
A forest is a complete instance of Active
Directory. Each forest acts as a top-level
container

in that it houses all domain containers for
that particular Active Directory instance. A
forest

can contain one or more domain container
objects, all of which share a common
logical

structure, global catalog, directory
schema, and directory configuration, as
well as

automatic  two-way transitive  trust
relationships. The first domain in the forest
is called the

forest root domain. The name of that
domain refers to the forest, such as
Nwtraders.msft.

By default, information in Active Directory
is shared only within the forest. In this
way, the

forest is a security boundary for the
information that is contained in that
instance of Active

Directory.

By understanding the purpose and hierarchical structure of these components, you can
complete a variety of tasks, including installing, configuring, managing, and troubleshooting

Active Directory. Although the logical structure of Active Directory is a hierarchical
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organization of all users, computers, and other physical resources, the forest and domain
form the basis of the logical structure.

Forests, which are the security boundaries of the logical structure, can be structured to
provide data and service autonomy and isolation in an organization in ways that can both
reflect site and group identities and remove dependencies on the physical topology.
Domains can be structured within a forest to provide data and service autonomy (but not
isolation) and to optimize replication with a given region.

This separation of logical and physical structures improves manageability and reduces
administrative costs because the logical structure is not impacted by changes in the physical

structure, such as the addition, removal, or reorganization of users and groups.

Note

* You can view and manage components of the logical structure by using the Active
Directory Users and Computers, Active Directory Domains and Trusts, and Active Directory
Schema Microsoft Management Console (MMC) snap-ins, and other tools.

3. Benefits of Active Directory

4+ Single user name and password - NetID

4+ Password synced between AD and LDAP Directory Services
4+ Reduce overhead through standardization

4+ Improve services through centralized management capabilities
4+ Provide foundation for the following AD related services:
4+ Exchange

+ SharePoint

4+ Improve workstation security

4+ Central storage provided for individuals and departments
4+ Backup and restoration services for central storage

+ Server storage space for user documents

4+ Backed up data on Home and Departmental drives

4. Overview of Domain Controllers

Domain Controllers Domain Controller is used in windows based operating systems for

security authentication of users, computers etc. It is a central database for storing users
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account information and security enforcement. For example, DC helps which users to allow

or deny the access to a particular folder in a particular domain.

5. Installing a Domain Controller

AD DS can be installed in Windows Server 2012 r2 by using the Add Roles Wizard in Server
Manager, followed by the Active Directory Domain Services Configuration Wizard, which is
new beginning in Windows Server 2012 r2. The Active Directory Domain Services Installation
Wizard (dcpromo.exe) is deprecated beginning in Windows Server 2012 r2.

The following sections explain how to create server pools in order to install and manage AD

DS on multiple servers, and how to use the wizards to install AD DS.

To Configure Windows Active Directory and Domain Controller

Log in as an administrator to the Windows 2000 or 2003 server host.
From the Start menu, go to Administrative Tools > Manage Your Server. ...
Install the Active Directory Domain Controller. ...

Install Windows Support Tools. ...

Create a new user account. ...

Create a user account to map to the Kerberos service.

6. The steps of Installing AD DS

To install AD DS by using Server Manager
1. In Server Manager, click Manage and click Add Roles and Features to start the Add Roles

Wizard.

Server Manager * Dashboard

B Dunboard WELCOME TO SERVER MANAGER

- g

LEAAN MOKL

2. On the before you begin page, click Next.



[{ Add Roles Wizard ﬂ!

EE}:' Before You Begin

This wizard helps you install roles on this server. You determine which roles to install based on the tasks you

Server Roles want this server to perform, such as sharing documents or hosting a Web site.
Confirmation Before you continue, verify that:
Frogress

« The Administrator account has a strong password
Results « Network settings, such as static IP addresses, are configured
» The latest security updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, didk Mext.

[” skip this page by default

< Previous | Mext = I Install Cancel

Before You Begin

Select one or more roles to install on this server,

Roles: Description:
Confirmation Ll LIBSIEERTrET x| frvices (AD
ut objects
Progress i _ _ _ ~ ~ this
feate o p Add features required for Active Directory Domain Services? [
esu| Sl Y —
You cannot install Active Directory Domain Services unless the required features are also installed. 15‘:\5'.'2?1‘:5
Features: Description: Esources
= .NET Frameworl 3.5.1 Features Microsoft MET Framework 3.5.1 combines rough a

MET Framework 3.5.1 the power of the .NET Framework 2.0 APls

’ - with new technologies for building
applications that offer appesling user
interfaces, protect your customers’ personal
identity information, enable seamless and
secure communication, and provide the
ability to model 2 range of business
processes.

|_&dd Required Features I Cancel |

@ Why are these features required?

More about server roles

< Previous I Mext = | Install | Cancel |

3. On the Select installation type page, click Role-based or feature-based installation and

then click Next.



Before You Begin

Server Selection

DESTINATIOM SERVER

Select installation type serer ATl om

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

DESTIMATION SERVER

Select destination server T

Before You Begin

Installation Type

Server Roles

Featuras

Select a server or a virtual hard disk on which to install roles and features.

(®) Select a server from the server poal
() Select a virtual hard disk

Server Pool

Filter: |

Mame IP Address Operating System

server.RTTl.com

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | MNext = | | Install




5. On the Select server roles page, click Active Directory Domain Services, then on the Add

Roles and Features Wizard dialog box, click Add Features, and then click Next.

DESTIMATION SERVER

Select server roles B

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection 2[R . .
[ Active Directory Certificate Services Active Directory Domain Services

(AD DS) stores information about
ctive Dire E objects on the network and makes
Features [ Active Directory Federation Services this information available to users

AD DS [[] Active Directory Lightweight Directory Services —rrEla e T S DS
uses domain controllers to give

network users access to permitted
] Application Server resources anywhere on the network
[] DHCP Server through a single logon process.
DMS Server (Installed)
[] Fax Server

[+ [m] Filz and Storage Services (2 of 12 installed)
[] Hyper-v

b @] Network Policy and Access Services (1 of 3 installe
[] Print and Document Services

[] Remote Access

—_— - -

Confirmation [] Active Directory Rights Management Services

<]

6. On the Select features page, select any additional features you want to install and click

next

Select features sl asbc iy

Before You Begin Swlect one ar morm features to install on the selected cervaer.

Installation Type Features Description
Server Selection b KT = 3.5 1 = [~ NET Pramework 1.5 combines the
Sarver Rolas - LIS LTI g power of the .NET Framework 2.0
I [W] NET Framework 4.5 Features (2 of 7 installed) APz with new technologies for
I [] Background Intelligent Transfer Service (BITS) - building applications that offer
AD DS [7] BitLacker Drive Encryption appealing user interfaces, pvolufcl
— your customers' personal identity
Canfirmation [ BitLocker Network Unlock information, enable seamiess and
[] BranchCache secure communication, and provide
[] Client for NFS the ability to model a range of

business processes.
[] Data Center Bridging > o

[] Direct Play

|1 Enhanced Storage

[] Fallover Clustering

| Group Policy Managemant
[T] 15 Hostable Web Core

] Ink and Handwriting Services

<l [

| <Previous | [ Next= | | imstan | [ cancel |

7. On the Active Directory Domain Services page, review the information and then click

next.



: A q v 1
Active Directory Domain Services e e
Before You Begin Active Directory Domain Services (AD DS) stores information about users, computer, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
Installation Type sharing and collaboration between users. AD DS is also required for directory-enabled applications
Sorver Selection such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy,

Server Roles Things to nate:

Features

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain,
Confirmation = AD DS requires a DNS server to be Installed on the network, If you do not have a DNS server

installed, you will be prampted to install the DNS Server role on this machine.

Installing AD DS will alzo install the DFS Namespaces, DFS Replication, and File Replication services
which are required by AD DS,

| <previous | | Nexts | | tnmtan |
A -

8. On the Confirm installation selections page, click Install.

DESTIMATIOM SERVER

Confirm installation selections sarver RMTicom

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have

| been selected automatically. If you do not want to install these optional features, click Previous to clear
=

HE TR S their check boxes,

Features

AD DS Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Reole Administration Tools
AD DS and AD LDS Tools
AD DS Tools
Active Directory Administrative Center
AD D5 Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

9. On the Results page, verify that the installation succeeded, and click Promote this server

to a domain controller to start the Active Directory Domain Services Configuration Wizard.



B

Active Directory Domain Services Configuration Wizard [ = | = [

Denlcvr . ‘ i TARGET SERVER
veployment Lonfguraton setver.RTTl.com

Deployment Configuration
Select the deployment operation

® Add a domain controller to an existing domain
) Add a new domain to an existing forest

I Add & new forest

Specify the domain information for thiz operation

Domain g | Select., 1

Supply the credentials to perform this operation

<No credentials provided > | Change.. ‘

| Cancel

TETTrEe o EWHrEe Ypp——

10. On the Deployment Configuration page, choose one of the following options:

o If you are installing an additional domain controller in an existing domain, click Add a
domain controller to an existing domain, and type the name of the domain (for example,
emea.corp.contoso.com) or click Select... to choose a domain, and credentials (for example,
specify an account that is a member of the Domain Admins group) and then click Next.

Note

The name of the domain and current user credentials are supplied by default only if the
machine is domain-joined and you are performing a local installation. If you are installing AD
DS on a remote server, you need to specify the credentials, by design. If current user
credentials are not sufficient to perform the installation, click Change... in order to specify
different credentials.

o If you are installing a new child domain, click Add a new domain to an existing forest, for
Select domain type, select Child Domain, type or browse to the name of the parent domain
DNS name (for example, corp.contoso.com), type the relative name of the new child domain
(for example emea), type credentials to use to create the new domain, and then click Next.
o If you are installing a new domain tree, click Add new domain to an existing forest, for
Select domain type, choose Tree Domain, type the name of the root domain (for example,
corp.contoso.com), type the DNS name of the new domain (for example, fabrikam.com),

type credentials to use to create the new domain, and then click Next.
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o If you are installing a new forest, click Add a new forest and then type the name of the

root domain (for example, ipk.com).

- - TARGET SERVER
Deployment Configuration serverRTTl.com

Deployment Configuration

Select the deployment operation
Domain Controller Options

Additional Cptions

) Add a domain controller to an existing domain
) Add a new domain to an existing forest
Paths ®) Add a new forest
Review Cptions . o . . .
Specify the domain information for this operation
Preraguisitas Chack
Reoot domain name: ipk.com

More about deployment configurations

< Prewvious | | Mext > | | Install | | Cancel

. . TARGET SERVER
Domain Controller Options serverRTTLcom

Deployment Configuration ) )
Select functional level of the new forest and root domain

Forest functional level: | Windows Server 2012 R2 | - |

DS Opticns
Additional Options
Paths

Domain functional level: | Windows Server 2012 R2 | - |

Specify domain controller capabilities

Review Options Domain Name System (DNS) server

Prereguisites Check Global Catalog (GC)
[] Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: sssssee

Confirm password: ssssene

Mare about domain controller options

<Previous | | Next> | | instal




12. On the DNS Options page (which appears only if you install a DNS server), click Update
DNS delegation as needed. If you do, provide credentials that have permission to create
DNS delegation records in the parent DNS zone.

If a DNS server that hosts the parent zone cannot be contacted, the Update DNS Delegation

option is not available. Click next

DNS Options oK T o

I A A delegation far this DNS server cannot be crested because the authoritative parent zone cannot be found... Show more >

Deployment Configuration

DIy 9 Specify DNS delegation options
Domain Controller Options

[] Crmate DNS delegation

Additiconal Options
Faths
Review Options
Preregquisites Check

Mare about DNS delegation

[ previoua ] [ams ] instant | [[E8mE]

e o I

13. On the RODC Options page (which appears only if you install an RODC), specify the
name of a group or user who will manage the RODC, add accounts to or remove accounts

from the Allowed or Denied password replication groups, and then click Next.

e . TARGET SERVER
AddlthﬂEﬂ OpthHS server.RTTL.com

Deployment Configuration
Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Options

ONS Options The NetBIOS domain name: PK
tions

Additional Options

Faths
Review Options

Prerequisitas Chaeck

Mare about additional options

|.7<Ptevious“| l Next > ] ‘ install ] l Cancel

14. On the Additional Options page, choose one of the following options:



o If you are creating a new domain, type a new NetBIOS name or verify the default NetBIOS
name of the domain, and then click Next.

o If you are adding a domain controller to an existing domain, select the domain controller
that you want to replicate the AD DS installation data from (or allow the wizard to select any
domain controller). If you are installing from media, click Install from media path type and
verify the path to the installation source files, and then click Next.

You cannot use install from media (IFM) to install the first domain controller in a domain.
IFM does not work across different operating system versions. In other words, in order to
install an additional domain controller that runs Windows Server 2012 by using IFM, you

must create the backup media on a Windows Server 2012 domain controller.

e Active Directory Domain Services Configuration Wizard il - L
na . TARGET SERVER
Additional Options pl——

Deployment Configuration _ . : .-
Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Options
The NetBIOS domain name: [PK

DN3 Options

Additional Options

More about additional options

‘ < Previous ‘ | Mext » | nsta Cancel

15. On the Paths page, type the locations for the Active Directory database, log files, and

SYSVOL folder (or accept default locations), and click Next.
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@ Active Directory Domain Services Installation Wizard

Location for Database. Log Rles, amnd SYSWOL
Specify the folders that will contain the Active Directory domain cortroller
database, log files, and SYSWOL.

For better peformance and recowverability, store the database and log files on separate L
volumes. I
Databases folder:
Windows“NTDS Browws=e. I
Log files folder:
IC:\‘-’Iﬁndows‘\.NTDS Browse |
SYSWOL folder:
IC:\‘-’lﬁndnws\S‘l"S"u‘DL Browse. .. |

—

More about placing Active Directony Domain Services files

< Back Mest > Cancel |

Important

Do not store the Active Directory database, log files, or SYSVOL folder on a data volume
formatted with Resilient File System (ReFS).

16. On the Review Options page, confirm your selections, click View script if you want to

export the settings to a Windows PowerShell script, and then click Next.

(= Active Directory Domain Services Contiguration Wizard [ = [= S|

rn ML L F OYptione TARGET SERVER
weview Options server.RTTLcom

Deployment Configuration Review your selections:

Configure this server as the first Active Directory domain controller in a new forest

Domal
DNS Optiens The new domain name is “ipk.com”, This is also the name of the new forest,
feranalYptons The NetBIOS name of the domain; IPK plid
Paths Al
Forest Functional Level: Windows Server 2012 R2
Prerequisites Check Domain Functional Leveli Windows Server 2012 R2

Additianal Options:
Global catalog: Yes
DNS Server: Yes
Create DNS Delegation: No

These settings can be exported to s Windaws PowerShell script 1o automate

additional installations 1 g ;/l;vrvr;cir;f;t

More about installation options

[ < Pravious I [ Nuxt » | Install I _Cancel j

17. On the Prerequisites Check page, confirm that'prere‘quisite validation corrrlpleted and

then click Install.



Active Directory Domain Services Configuration Wizard |;_lﬂ__-

™

TARGET SERVER

sorver, RTTLeom

Prerequisites Checl

Prerequisites need to be validated before Active Directory Domain Services is installed on this

computer

Verifying prerequisites for domain controller operation,.

~ View results

Prerequisites Check

§. If you click Install, the server automatically reboots at the end of the promotion operation

Maore about prerequisite

’ Cancel !

18. On the Results page, verify that the server was successfully configured as a domain

controller. The server will be restarted automatically to complete the AD DS installation.

P\ Admunistrator
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e Content/Topic 2: Managing Active Directory Domain Services Objects

1. Managing User Accounts:

By using the Active Directory Users and Computers Snap-in

1. To start the Active Directory Users and Computers snap-in, click Start, point

to Programs, point to Administrative Tools, and then click Active Directory Users
and Computers.

2. Expand Reskit.com by clicking +.

Figure 2 below displays the key components of the Active Directory Users and
Computers snap-in. Using the ActiveDirectory Users and Computers Snap-in

1. To start the Active Directory Users and Computers snap-in, click Start, point

to Programs, point to Administrative Tools, and then click Active Directory Users
and Computers.

2. Expand Reskit.com by clicking +.

Figure 2 below displays the key components of the Active Directory Users and

Computers snap-in.

E Active Directory Users and Computers \;li-

File Action View Help

"N EEEEE L EEE AR

] Active Directory Users and Computers [sen|| Name Type Description
B | Saved Queries | Builtin builtinDomain
A 5 ipk.com ;Computers Container Default container for up...
I _ Builtin 2| Domain Con... Organizational... Default container for do...
b - Computers ;F-:-reignSecu... Container Default container for sec...
k :f Domain Controllers - | Managed Se.. Container Default container for ma...
4 - ForeignSecurityPrincipals | Users Container Default container for up...
_| Managed Service Accounts
| Users
£ m >
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1.1 Recognizing Active Directory Objects

The objects described in the following table are created during the installation of Active

Directory.

Icon Folder Description

,} Domain The root node of the snap-in represents the
domain being administered.

L System Contains Active Directory systems and
services information.

I;J user Contains all the users in the domain. In an

upgrade, all users from the previous domain
will be migrated.
Like computers, the user objects can be

moved.

You can use Active Directory to create the following objects.

Icon Object Description

E User A user object is an object that is a security
principal in the directory. A user can log on
to the network with these credentials and

access permissions can be granted to users.

= Contact A contact object is an account that does not
have any security permissions. You cannot
log on to the network as a contact. Contacts
are typically used to represent external

users for the purpose of e-mail.

i_H_ Computer An object that represents a computer on the
network. For Windows NT-based
workstations and servers, this is the machine
account.

i Organizational Unit Organizational units are used as containers

to logically organize directory objects such
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as users, groups, and computers in much the
same way that folders are used to organize

files on your hard disk.

@ Group Groups can have users, computers, and
other groups.
Groups simplify the management of large

numbers of objects.

= Shared Folder A shared Folder is a network share that has

been published in the directory.

Shared printer A shared printer is a network printer that

has been published in the directory

1.2 Creating a User Account

The following procedure creates the user account James Smith in the Construction OU.
To create a new user account
1. Right-click the Construction organizational unit, point to New, and then click User, or

click New User on the snap-in toolbar.

E Active Directory Users and Computers Il‘i-

File Action View Help

o= 2FE 8 XEc= BHE e TE%

] Active Directory Users and Computers [sen|| MName Type Description
[ Saved Queries ?_, Administrator  User Built-in account for ad...
4 i ipk.com 92 Allowed RO...  Security Group... Members in this group c...
b Builtin 82, Cert Publish... Security Group... Members of this group ...
B Comp_uters 92 Cloneable D... Security Group... Members of this group t...
b :7 Dom.am Cont.rollelrs ) Sl_?_,Denied ROD... Security Group.. Members in this group c...
b - ::rE|gnSdecSur|t;,tPrEC|pals Sl_?_,DnsAdmins Security Group... DMNS Administrators Gro...
= U anaged service Accounts 42, DnsUpdateP... Security Group... DNS clients who are per...
- Delegate Contraol... '5'_3'_,D0mair1 Ad... Security Group... Designated administrato...
B :S;E,Domain Co..  Security Group...  All workstations and ser...
= — = = *“—omain controllers i.
New » Computer .
omain guests
All Tasks ] Contact brmain users
View » Group jnated administrato...
ibers of this group ...
Refresh InetOrgPersen o group
] msD5-ResourcePropertyList [OErs In this group c...
Export List.. . -in account for gue...
mslmaging-P5Ps .
Properties . ibers of this group ...
MSMC Queue Alias . :
Help ] irs in this group can...
Printer ibers of this group ...
User ynated administrato...
< m > Shared Folder

Creates a new item in this container.

2. Type user information as in Figure 4 below:

Page 92 of 166



& Createin:  ipk.com/Users

First name: |iemes | Initials: I:I

Last name: |srn'rth

Full name: |iemes smith

|User logon name:

|i'3m5| | | &ipk.com

|User logon name (pre-Windows 2000):
| IPK | |ierns

Note that the Full name is automatically filled in after you enter the First and Last names.
Click Next to proceed.

3. Type a password in both the Password and Confirm password boxes and click Next.

& Createin:  ipk.com/Users

Passwaord: I

Confimm passwaord: T,

[w] User must change password at next logan

[ User cannot change passwond

[ | Password never expires
[ | Account is disabled

4. Accept the confirmation in the next dialog box by clicking Finish.



You have now created an account for James Smith in the Construction OU to add

Additional information about this user:

|
MNew Object - User -

_J ) Create in:  ipk.com/Users -

When vou click Finish, the following object will be created:

Full name: jemes smith
User logon name: jems &iplc.com

The user must change the password at next logon.

| < Back ” Finish || Cancel |

AT =T TTE=F

5. Select Construction in the left pane, right-click James Smith in the right pane, and then
Click Properties.

6. Add more information about the user in the Properties dialog box on the General tab as
shown in Figure above, and click OK. You are provided with this selection of optional
entries. Click each tab you want to go to.

1.3 Moving a User Account

Users can be moved from one organizational unit to another in the same domain or a
different

domain. For example, in this procedure, James Smith moves from the Construction division
to

the Engineering division.

Stepl.Click the James Smith user account in the right pane, right-click it, and click Move.
step2. Click the + next to Accounts to expand it as in below.

step3. Click the Engineering OU, and click OK.
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Move EI IB

Container ta move object to;

-8
[=-{&3] Accounts
. #-{&) Construction
#-{&] Engineering
[#-{&] Headquarters
[#-{€] Manufacturing
[+-{&] Marketing
. ®-{&) Production
-] Builtin
&[] Computers b
#-{&] Domain Controllers
-] ForeignSecurityPrincipals _'J

| OK I Cancel |

|

If you upgrade from an earlier version of Windows NT Server, you might want to move
existing users from the Users folder to some of the OUs that you create.

2. Managing a Groups

2.1 creating group

1. Right-click the Engineering OU, Click New, and then click Group.
2. In the Name of New Group text box, type: Tools
Select the appropriate Group type and Group scope and then click OK.
v" The Group type indicates whether the group can be used to assign permissions to
other network resources, such as files and printers.

Both security and distribution groups can be used for e-mail distribution lists.

e Active Directory Users and Computers [ = | = e
File Action View Help
dw mp | [h!'!‘ (i (= K rem| B ot W B Te
o Active Directory Users and Com || Name Type Description
8 | Saved Queries Sl ipk.com Domain
A G5 Ipkcom | Saved Queries Folder to store your favo..
b | Builtin
I | Computers
I wl Domain Controllers
| | ForeignSecurityPrincipal
§ Managed Service Accour
u
: | Delegate Control,,,
‘ Find...
| New > | Computer
All Tasks » ‘ Contact
Properties Group
Help InetOrgPerson
maDS-ResourcePropertylist
mslmaging-P5Ps
MSMQ Queue Alias
Printer
User
< " > Shared Folder

Creates a new iterm in this container,

The Group scope determines the visibility of the group and what type of objects can be

contained within the group.



Scope Visibility | May contain

Domain Local Domain Users, Domain Local, Global, or Universal Groups
Global Forest Users or Global groups

Universal Forest Users, Global, or Universal Groups

T
Mew Object - Group

t:[ Create in: ipk.comUsers
H2,

Group name: E

Group name {pre-Windows 2000):

Group scope Sroup type
) Domain local (@) Security
®) Global ) Distribution
) Universal

OK Cancel

2.2 Adding a User to a Group

1. Click Engineering in the left pane.

2. Right-click the Tools group in the right pane, and click Properties.

3. Click the Members Tab and click Add.

4. Scroll to James Smith, select his name, click Add, then click OK as in Figure 7 below

ok Properties (]

[ Ganaral | Membes | Mambee OF | Mansged By |

=14 | | T | | gty

Click Apply then OK
Note: You can select multiple users or groups in this dialog by pressing the CTRL key as you
Click them. You can also type the name directly. If the name is ambiguous, a further list is

displayed to confirm your selection.
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Alternatively, you can select the users from the results pane, right click then click Add
members
to a Group. Or you can click Add the selected objects to a group you specify on the snap-in
toolbar. This may be more efficient for adding large numbers of members to a group.
Publishing a Shared Folder Any shared network folder, including a Distributed File System
(Dfs) folder, can be published in Active Directory. Creating a Shared folder object in the
directory does not automatically share.

2.3 Deleting User
In this article, we will learn the steps show us how to delete user account. User IDs are like
the logon account that we create, in domain environment logon accounts are created on
domain controller and in workgroup accounts are created on local machine. Logon account
created on domain controller can be used to logon to any computer that is part of the same
domain. However user account created on workgroup machine can be used to logon to
same machine on which it is created and cannot be used to logon to any other machine. So
follow the bellow steps to delete user account:

1. Select the user that you want to delete.

2. Right click the object and select “delete”

Actve Dienory Lsers and Compsers ‘L.'.'_'L'-

REERERRF

r.F P P T
3

EmREERERE

3. A pop-up window will open ask the confirmation to delete the account. Click yes if

you want to process with the user account deletion.

Page 97 of 166



Active Directory Domain Services x|
' Are you sure you want to delete the User named 'tu2'?

3. Managing Computer Accounts

3.1 Creating a computer Accounts

The following procedure creates the user account James Smith in the Construction OU.
To create a new computer account
1. Right-click the Construction organizational unit, point to New, and then click User, or

Click New User on the snap-in toolbar.

|
MNew Object - Computer -

'ﬁ‘_‘__-_ Create in: ipk.comfUsers

Computer name:

Computer name {pre-\Windows 2000):

The following user or group can join this computer to a domain.

User or group:

| Default: Domain Admins | | Change...

[] Assign this computer account as a pre-Windows 2000 computer

= -~ " T T T oo~ =

QK Cancel | | Help

3.2 Adding a User to a Computer

1. Click Engineering in the left pane.
2. Right-click the Tools group in the right pane, and click Properties.
3. Click the Members Tab and click Add.

4. Scroll to James Smith, select his name, click Add, then click OK as in Figure 7 below.
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pcl Properties _

General I Operating System | Member Of | Delegation I Location I Managed By I Dialin |

Member of :

MName Active Directory Domain Services Folder
Domain Computers  ipk.com./Users

Add... | | Remove

Primary group: Domain Computers

There is no need to change Primary group unless
you hawve Macintosh clients or POSX-compliant
applications.

Gl
T

o

4. DELEGATE ADMINISTRATION

4.1 Delegation overview

In this article we’ll learn the steps to delegate control in Active Directory Users and
Computers. In Organizations, delegate control is given to the help-desk representative to
perform the tasks of reset password, add computer or server in domain, create new user,
etc. In a domain, domain administrator is a user who can perform all operations and tasks
related to domain and Active Directory. Domain Administrator is a member of Domain
Admins group and also a user who is not available 24 x 7 x 365. So, the question is when the
domain administrator is not available then who will manage the Active Directory.

First option is that, we will add any other user into the Domain Admins group. This would
assign Domain Admin permissions to the newly added user, these rights are sufficient to
perform any domain level change in the environment. But do you really want to give keys of
kingdom to anyone? In my opinion, this is not the right way of delegating control.

There is an another option of Delegate Control using Active Directory Users and Computers,
through which we can deploy customized access and permissions for the domain users.

Through this, users can perform the tasks that Administrator is designated to perform.
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4.2 Steps to Delegate Control to Domain Users

We’'ll create group of users, to whom we’ll delegate rights to manage user accounts. It is
recommended to delegate access to groups instead of delegating permissions to individual
users.

1. Open Active Directory Users and Computers, right click on an Organizational Unit (Sales)
on which we have to delegate control and then click on “New” and click on Group to create

a new group.

B Active Directory Users at

"Fie Action. View' Help
eo 2@ o0/ XB e Bm taE

| 1 Active Directory Users and Computers [DCO1.[TIngredients.com]
b | Saved Queries
4 3 ITingredients.com
b || Builtin
p | Computers
b & | Domain Controllers
| ForeignSecurityPrncipals

p [ =] Managed Service Accounts
p @] Purchase
4 Sa,l: D
b || Use elegate Control...
Move...
Find...
i » ‘ Computer
A ’ Contact

v -

2. On New Object-Group console, enter the group name, select Global and Security options
from the given options in group scope and group type respectively. Click on ok. In this

example, we will create a group naming Helpdesk.



a Createin: ITIngredients.com/

Group name:
| ek |
Group name {pre-Windows 2000): )
el clfaicl|arris c2o)fp)
JJ—‘JJ_:Jd_/J—I_:JAJJ_/_I_/ = el
Group scope Group type
) Domain local ® Security
® Global O Distribution
O Universal
| o« [[ concel |

3. Right click on the group (Helpdesk) and click on Properties to open the properties

console to modify various group

File Action View Help

e 2@ 40/ XBcz Hm taarak

3 Active Directory Users and Computers [DCO1.I|| Name
| Saved Queries 2 W

. Add to a group...
4 %3 IMingredients.com & tu01

b 1j Builtin ‘ B ryr ey e &m - : ’ rJ r -Mm"

b ] Computers — R o3 " | “Send Mail

p 2| Domain Controllers 004

»

b || ForeignSecurityPrincipals i tu05 A

b || Managed Service Accounts 2 tuls Cut

p @ Purchase Delete

& Sales Rename

4. On Group Properties console, under members tab click on Add to add users into this
group. Verify all the added users. Now, these users are the group members of

Helpdesk group.



Mambers:

Name Active Directory Domain Services Folder
!. 101 ITingredients com/Sales
2, w02 ITingredients com/Sales

5. Right click on the Organizational Unit (Sales) and click on Delegate Control to
delegate the customized permissions to the user or a group of users. This wizard will

only delegate access for Sales OU and not for other OUs.

File Action View Help

oo 2@ 0| XE &=

. Active Directory Users and Computers [DCO1.I
p | Saved Queries
4 ZF3 IMingredients.com
p 1 Builtin
_J Computers
DomamvControueF '
‘_-f] ForeignSecuntyPnn(rpa)s
|| Managed Service Accounts
_;"j Purchase

p [] Use Delegate Control...

Move...
Find...

New »
All Tasks »

6. . On the “Delegation of Control Wizard” we can see the relevance of delegate
control. We can grant users permission to manage users, computers, groups, OU and

other objects of AD Users and Computers. Click on Next



 Welcome to the Delegation of
Control Wizard

This wizard helps you delegate control of Active Directory
objects. You can grant users pemission to manage Users,
groups, computers, organizational units, and other objects
stored in Active Directory Domain Services.

To continue, click Next.

7. In users and groups console, click on Add to add the group. Here, we have added
Helpdesk group so that we can assign permissions to the group members. Click on

next to continue.

Users or Groups
Select one or more users or groups to whom you want to delegate control.

Selected users and groups:
#2, Helpdesk (ITINGREDIENTS\Helpdesk)




8. In Tasks to Delegate console, select “delegate the following common tasks” and
select permissions from the given tasks. Or select the “Create a custom task to
delegate” to give custom permissions to the users other than the above permissions.
Click on Next to continue. For this example, we’ll delegate control for “create, delete
and manage user accounts” and “Reset user passwords and force password change

at next logon”.

Tasks to Delegate
You can select common tasks or customize your own.

(@) Delegate the following common tasks:
%] Create. delete, and manage user sccounts
[«] Reset user passwords and force password change at next logon
[1 Read all user information
[T Modify the membership of a groun
] Joirn s compiiter to the domain
[T} Manage Groun Policy finks
I Generate Resultant Set of Policy {(Planning)
< m

() Creste a custom task to delegate

9. On the “Completing the Delegation of Control Wizard” verify the selected options on

previous consoles and Click on Finish to close the console.

Completing the Delegation of
Control Wizard

You have successfully completed the Delegation of Control
wizard.

You chose to delegate control of objects [al
in the following Active Directory folder:

| Tingredients.com/ ;
g "A,’;z"’"‘ ¢ cNrr
CJ [Thegrotiss, users; or complters to whichyou ) | |
have given control are:

Helpdesk (ITINGREDIENTS \Helpdesk)
You chose to delegate the following tasks:

To close this wizard, click Finish.

| <Back || Fnsh | [ Camcel | | Hep

Access Delegated Control from Client Computer



A user (TU1) is a member of Helpdesk Group and have delegated permissions. But these
rights would not enable domain user to login to Domain Controller. This user cannot access
Active Directory Users and Computers either by login to Domain Controller or using RDP
from any client machine e.g. Windows 7 operating system because he is not a member of
Domain Admins group.

To enable user to access Active Directory users and computers from client machine, we
need to install the Active Directory Domain Services role on Windows 7 client, to install the
role, install the windows update package (Windows8.1-KB2693643-x64). You can download
this update package from the given link
(https://www.microsoft.com/en-us/download/details.aspx?id=7887).

1. After installing this package, we can see the icon of Active Directory Users and
Computers in the start menu under Administrative Tools on Windows 7 Operating System,
or use (MMC) command in run. Click on the icon of AD Users and Computers to open the
console.

2. Through this console, this user (TUO1) can only perform the operations that we have
delegated to “Helpdesk Group”. Learn how to create user. We will try to create a new user
in the Organizational Unit (Sales) to the check that given permissions are delegated
successfully or not. Right click on the OU (Sales) and then click on New and then User to

create a new user.
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. Active Directory Users and Com|| Name Type
- 1 Saved Queries

4 F3 ITingredients.com %:::’d =k
| Computers
» = Domain Controllers 2, to3
2 tuoa

» 1 ForeignSecurityPrincipal:
> | Managed Service Accour 2, tuos
=| Purchase

— i | = , .
- - J -— _J L
|~ [@F] o e[ A )L, C
- - - J . —t ) A D n? - h -
€...
I 1|'—"°" ' > Computer
All Tasks > Contact
View > Sigs
: InetOrgPerson
msimaging-PSPs
i - MSMQ Queue Alias
Rename o izats | Unit
Rgftesh- | Brracihise
Bl o ==

3. On New Object — User console, enter the details like First name, Last Name, User logon

name of the new user which you want to create. Click on Next to continue.

& Createin:  ITingredients com/Sales

rane:  [WE .

Last name: [ J

TTln) frechiz W‘—M sawadil

[m15 || @iTingredients com

[ITINGREDIENTS\ | |15




4. Enter the password in the Password and Confirm Password field of the user which we are
creating and select the option according to your requirement from the given options. Click

on Next to continue. On the next console verify all the settings and then click on Finish.

New Object - User
3 3 Createin:  ITingredients.com/Sales
Password: ssecssce
Confirm password: sssscase

[[] User must chanae password at aext logon

[] Account is disabled

<Back || Nex> Cancel

5. On Active Directory Users and Computers, in Sales OU we can verify that user tul5 is
successfully created. It clearly shows that rights are successfully delegated to the user tu01
through the security group helpdesk.

& Active Directory Users and Computers
File Actien View Help

o | HE S0 RXREE HE/TaETER
ﬁi Active D}rectory Users and Com| Name Type Description
1,': Saved QPEHES ﬁ@JHeIpdesk Security Group...
4 4 ITIngredients.com 2 1401 User
’ | Ealn 3 tu02 User
| Compitess 2 tu03 User
43 | Domain Controllers 5
Forei 2 =3lar ] 1 tud4 User
| ForeignSecurityPrincipaly| 3
| Managed Service Accouv;L '?—’ tu05 User
& | Er‘crhase % tuls User
Users

This user (TUO01) can perform other delegated rights e.g. resetting user account password,
deleting user account and other similar operations.
Conclusion:
Delegate access would enable set of users to perform the tasks that are normally performed
by Domain Admins. It would only restrict the user to the OU on which rights are delegated.
LO 3.2 Deploy and configure server roles

e Content/Topic 1: Deployment and configuration of Dynamic Host configuration

Protocol(DHCP)

A. Overview of the DHCP Server Role
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A.1 what is a DHCP?

Dynamic Host Configuration Protocol (DHCP) is a client/server protocol that automatically
provides an Internet Protocol (IP) host with its IP address and other related configuration
information such as the subnet mask and default gateway.

A.2 Why DHCP?

Every device on a TCP/IP-based network must have a unique unicast IP address to access the
network and its resources. Without DHCP, IP addresses for new computers or computers
that are moved from one subnet to another must be configured manually; IP addresses for
computers that are removed from the network must be manually reclaimed.

With DHCP, this entire process is automated and managed centrally. The DHCP server
maintains a pool of IP addresses and leases an address to any DHCP-enabled client when it
starts up on the network. Because the IP addresses are dynamic (leased) rather than static
(permanently assigned), addresses no longer in use are automatically returned to the pool
for reallocation.

The network administrator establishes DHCP servers that maintain TCP/IP configuration
information and provide address configuration to DHCP-enabled clients in the form of a
lease offer. The DHCP server stores the configuration information in a database that
includes:

e Valid TCP/IP configuration parameters for all clients on the network.

Valid IP addresses, maintained in a pool for assignment to clients, as well as excluded
addresses.

* Reserved IP addresses associated with particular DHCP clients. This allows consistent
assignment of a single IP address to a single DHCP client.

* The lease duration, or the length of time for which the IP address can be used before a
lease renewal is required.

A DHCP-enabled client, upon accepting a lease offer, receives:

¢ Avalid IP address for the subnet to which it is connecting.

e Requested DHCP options, which are additional parameters that a DHCP server is
configured to assign to clients. Some examples of DHCP options are Router (default
gateway), DNS Servers, and DNS Domain Name.

A.3 Benefits of DHCP

In Windows Server, the DHCP Server service provides the following benefits:
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e Reliable IP address configuration. DHCP minimizes configuration errors caused by manual

IP address configuration, such as typographical errors, or address conflicts caused by the

assignment of an IP address to more than one computer at the same time.

e Reduced network administration. DHCP includes the following features to reduce

network administration:

+
+

Centralized and automated TCP/IP configuration.

The ability to define TCP/IP configurations from a central location.

The ability to assign a full range of additional TCP/IP configuration values by means
of DHCP options.

The efficient handling of IP address changes for clients that must be updated
frequently, such as those for portable computers that move to different locations on
a wireless network.

The forwarding of initial DHCP messages by using a DHCP relay agent, which

eliminates the need for a DHCP server on every subnet

A.4 Installation of DHCP role steps

v

Ensure the computer has at least one static IP address assigned before starting the
role installation.

Launch the Add Role Wizard from Server Manager.

Select DHCP server role and go through the steps needed for installation.

The last page of the wizard (which comes up after the role has been installed),
provides a link — “Complete DHCP configuration”. This provides some tasks that need to be

performed to enable the DHCP server role to work properly after role installation.

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

2T A PET -

Local Server

@

WHATS NEW

LEARN MOSE

ROLES AND SERVER GROUPS



Then click on “Add Roles” option to open Add roles Wizard.
Then it will load the Roles Wizard and select the “DHCP Server” From the list and click next

to continue.

DESTINATION SERVER

Select server roles s

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection . _ . . Dynamic Host Configuration
[] Active Directory Certificate Services Protocol (DHCP) Server enables you

Active Directory Domain Services (Installed) to centrally configure, manage, and
Featurss [] Active Directory Federation Services provide temporary IF addresses and
DHCP Server [] Active Directory Lightweight Directory Services ;ﬂ:s:;::mation O

Confirmation [] Active Directory Rights Management Services

[] Application Server

DHCP Serve
DNS Server (Installed)
[] Fax Server
[®] File and Storage Services (2 of 12 installed)
] Hyper-v
[m] MNetwork Policy and Access Services (1 of 3 installe
] Print and Document Services
[] Remote Access

—_— - -

Active Directory Users and Computers

install | | Cancel

Then it will give description about the role. Click Next to continue. Next



DHCP Server

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Confirmation

DESTIMNATIOM SERVER
senveripkoom

The Dynamic Host Configuration Protocal allows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP clients. Deploying a DHCP server on the network provides
computers and other TCP/IP-based network devices with valid IP addresses and the additional
configuration parameters these devices need, called DHCP options. This allows computers and devices
to connect to other network resources, such as DNS servers, WINS servers, and routers.

Things to note:

* You should configure at least one static IP address on this computer.

* Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan
in a safe place for later reference.

install | [ Cancel

DESTIMATIOM SERVER

Confirm installation selections ————

Before You Begin
Installation Type
Server Selection
Server Roles
Featurss

DHCFP Server

Click install

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

CHCP Server

Remote Server Administration Tools
Reole Administration Tools
DHCP Server Tools

Export configuration settings
Specify an alternate source path
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Installation progress A rolateats

View installation progress
o Faature installation
e—— 1
Installation started an serveripk.com
| DHCP Server

Remote Server Administration Tools
Role Administration Tools

[ resuns | AR

You can close this wizard without interrupting running tasks. View task progress or open this
(3] page again by clicking Notifications in the command bar, and then Task Detalls

Export configuration settings

Torevous | [ Nen> | [DEEIIN] [ Cance

Click close

Description

ription The following steps will be performed to complete the configuration of the DHCP Server on the
— = target computern

Authorization

Create the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users

Authorize DHCP server on target computer (if domain joined).

Activate W
| < Previous | | Next > | | Commit q:r tﬁtaﬁ&itldgi

+* Launch the DHCP post-install wizard and complete the steps required.
++ Creation of DHCP security groups (DHCP Administrators and DHCP Users). For
these security groups to be effective, the DHCP server service needs to be

restarted. This will need to be performed separately by the administrator.



Description

m The folowing steps will be performed to complete the configuration of the DHCP Server on the

target computer:
Authorization

Create the following security groups for delegation of DHCP Server Administration,

- DHCP Adminstrators
« DHCP Users

Authorze DHCP server an targat computer (if domain joined),

‘ < Previous Nm: ] | Commit I

Shpcet

7
L4

Authorization of DHCP server in Active Directory (only in case of a domain-joint
setup). In a domain joined environment, only after the DHCP server is authorized, it
will start serving the DHCP client requests. Authorization of DHCP server can only be
performed by a domain user that has permissions to create objects in the Net

services container in Active Directory.



%

Authorization

Description

Summary

Specify the credentials to be used to authorize this DHCP server in AD DS,

®) Use the following user's credentials
User Name: TEST\administrator

(O Use alternate credentials

UserName:

) Skip AD authorization

|<§rmousl| Next > |

[ Commit | [ Cancel |

The status of the post install configuration steps are indicated below:

Creating security groups Done
Please restart the DHCP server service on the target computer for the security groups to be
effective.

wreanansns s




* In case completing of the post-install step is missed after role installation, the
administrator will continue to see a notification on the action pane and also a link on the
DHCP role tile on the main Server Manager page suggesting that some configuration is

required. That link would go away only after completion of the post-install task.

OO
! . =

AL

ROUME AND MNNVR BADUM

The configuration of DHCP server parameters such as scope, options etc. are no longer
available in the new Server Manager. The administrator can now launch DHCP MMC either
via Server manager (as shown below), or via the DHCP MMC application in the Start Menu,
or writing dhcomgmt.msc on the command prompt. The administrator can now create

scopes, set option values so as to be able to lease out IP addresses and provide option

values to clients.

£

Server Manager | = | & BE

Manage Toclks

- T- SERVERS
B Dashboard ! All gervert | 1 tata TASKS w

= C
B Local Sepver
& Al Servers

1% pDHee P

& DNS

0001400150001 Online - Pedormance counters nat started  11/28

ii' File and Storage Services b Add Roley and Features

Shut Down Locad Server

Camputer Managemant

Windows PowerShell
Canfigure NIC Tesming
Configure Windows Automatic Feadback
CHCP Manager
EVEl
- Start Performance Cousters
Redresh - v

Copy

Content/Topic 3: Configuration of DHCP Scopes

v DHCP scope
1. On the Server Manager Menu bar, click Tools and then click DHCP. The DHCP console

opens.



2. In the DHCP console tree, navigate to IPv4. Right-click IPv4 and then click New Scope. The
New Scope Wizard opens.

3. Click Next and then type a name for the new scope next to Name (ex: Contoso-scopel).

4. Click Next and then in IP Address Range, type 192.168.100.1 next to Start IP address,
type 10.0.0.254 next to End IP address, and type 24next to Length. The value of Subnet
mask will change automatically to 255.255.255.0.

5. Click Next, and then in Add Exclusions and Delay type 192.168.100.1 under Start IP
address, type 192.168.100.10 under End IP address, and then click Add. This allows the first
ten IP addresses in the 10.0.0.0/24 subnet to be used for static addressing of servers on the
network.

6. Click Next and then in Lease Duration under Limited to enter 0 Days, 0 Hours, and 2
Minutes. This very short lease duration will simplify the DHCP demonstration.

7. Click Next three times, and then in Domain Name and DNS Servers, verify that the Parent
domain is tctita.local and 192.168.100.1 is listed as the only DNS server.

8. Click Next twice, and then in Activate Scope select Yes, | want to activate this scope now.
9. Click Next, and then click Finish.

10. In the DHCP console tree, right-click itadcl.tctita.local, and then click Authorize.

11. Refresh the view in the DHCP console and verify that DHCP1 is authorized and that the
Contoso-scopel is active.

v Managing a DHCP Database

The DHCP database is a dynamic database that is updated when DHCP clients are assigned
or as they release their TCP/IP address leasesThe DHCP database contains DHCP
configuration data, such as information about scopes, reservations, options, and leases.
Windows  Server 2003 stores the DHCP database in the directory
%Systemroot%\System32\DhcpThe DHCP database files include:

+ DHCP.mdb

+ Tmp.edb

+ J50.log and J50*.Log

4+ Res*.log

+ J50.chk

v" Securing and Monitoring DHCP
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Monitor and Manage Windows DHCP Server Scopes When managing your IP Address space,

it is often required to relate your available and used IP Addresses to your DHCP Servers. ...

OpUtils lets you combine managing your IP Addresses and DHCP Servers so that you get a

clear view of your IP space at one place.

1. Overview

The Domain Name System (DNS) is a hierarchical distributed naming system for computers,

Services or any resource connected to the Internet or a private network. It associates

various information with domain names assigned to each of the participating entities.

Most importantly, it translates domain names meaningful to humans into the numerical

Identifiers associated with networking equipment for the purpose of locating and

addressing these devices worldwide. The table below describe Domain Name System

elements.

DNS Element

Description

Nameserve

Nameservers "point" your domain name to the company that controls
its DNS settings. Usually, this will be the company where you domain
name registered the domain name.

However, if your website is hosted by another company, sometimes

they will provide nameservers you need to point to instead.

Zone File

Zone Files are simply the files that store all of your domain's DNS
settings.

Your domain name's Zone File is stored on the company's nameserver.

A Record

A Records point your domain name to an individual server using an IP
address. An example IP address is 123.4.67.5.

Every domain name has a primary A Record called "@," which controls
what your domain name does when some visits it directly.

You can also use A Records to point subdomains (for example

subdomain.coolexample.com) to a server's IP address.

CNAME

CNAMEs point your subdomains to another server using a server name,

like serverl.godaddy.com. Most domain names have many CNAMEs.
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Unlike A Records, CNAMEs cannot use IP addresses.

MX Records MX Records point your domain name's email to its email provider.

v" How does DNS work?
When you visit a domain such as dyn.com, your computer follows a series of steps to turn
the human-readable web address into a machine-readable IP address. This happens every
time you use a domain name, whether you are viewing websites, sending email or listening
to Internet radio stations.
Step 1: Request information
The process begins when you ask your computer to resolve a hostname, such as visiting
http://dyn.com. The first place your computer looks is its local DNS cache, which stores
information that your computer has recently retrieved. If your computer doesn’t already

know the answer, it needs to perform a DNS query to find out.

Step 2: Ask the recursive DNS servers

If the information is not stored locally, your computer queries (contacts) your ISP’s recursive
DNS servers. These specialized computers perform the legwork of a DNS query on your
behalf. Recursive servers have their own caches, so the process usually ends here and the
information is returned to the user.

Step 3: Ask the root nameservers

If the recursive servers don’t have the answer, they query the root nameservers. A
nameserver is a computer that answers questions about domain names, such as IP
addresses. The thirteen root nameservers act as a kind of telephone switchboard for DNS.
They don’t know the answer, but they can direct our query to someone that knows where
to find it.

Step 4: Ask the TLD nameservers

The root nameservers will look at the first part of our request, reading from right to left —
www.dyn.com — and direct our query to the Top-Level Domain (TLD) nameservers for
.com. Each TLD, such as .com, .org, and .us, have their own set of nameservers, which act
like a receptionist for each TLD. These servers don’t have the information we need, but they
can refer us directly to the servers that do have the information.

Step 5: Ask the authoritative DNS servers
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The TLD nameservers review the next part of our request — www.dyn.com — and direct
our query to the nameservers responsible for this specific domain. These authoritative
nameservers are responsible for knowing all the information about a specific domain, which
are stored in DNS records. There are many types of records, which each contain a different
kind of information. In this example, we want to know the IP address for www.dyndns.com,
so we ask the authoritative nameserver for the Address Record (A).
Step 6: Retrieve the record
The recursive server retrieves the A record for dyn.com from the authoritative nameservers
and stores the record in its local cache. If anyone else requests the host record for dyn.com,
the recursive servers will already have the answer and will not need to go through the
lookup process again. All records have a time-to-live value, which is like an expiration date.
After a while, the recursive server will need to ask for a new copy of the record to make sure
the information doesn’t become out-of-date.
Step 7: Receive the answer
Armed with the answer, recursive server returns the A record back to your computer. Your
computer stores the record in its cache, reads the IP address from the record, then passes
this information to your browser. The browser then opens a connection to the webserver
and receives the website.

v Steps to Setup & Configure DNS Server on Windows 2012 R2 Server
However, most Windows administrators still rely on the Windows Internet Name Service
(WINS) for name resolution on local area networks and some have little or no experience
with DNS. We’'ll explain how to install, configure, and troubleshoot a Windows Server 20012
DNS server.

2. Name Resolution for Windows Clients and Servers

Clients connecting to resources on Microsoft servers, typically through Windows File Manager or
Network Neighborhood, most often use NetBIOS name resolution. Host name resolution resolves

the names of TCP/IP resources that do not connect through the NetBIOS interface

3. Identify step by steps DNS Installation:

Step 1: Install a DNS server from the Control Panel, follow these steps:
» Go to Start—> Control Panel —> Administrative Tools —> Server Manager.
» Expand and click Roles
» Click on Add Roles
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4. Installing and Configuring DNS in Windows Server 2012R2

Setting up a Domain Name System (DNS) on Windows Server involves installing the DNS
Server Role.
This tutorial will walk you through the DNS installation and configuration process in

Windows Server 2012.

am Windows Server-2012

Microsoft Windows Server 2012 is a powerful server operating system capable of many
different roles and functions. However, to prevent overloading production servers with
features and options that are never used, Windows Server provides a modular approach in
which the administrator manually installs the services needed. To setup and configure DNS,
one must install the DNS Server Role on Windows Server 2012.

Install DNS Server Role in Server 2012

To add a new role to Windows Server 2012, you use Server Manager. Start Server Manager,

click the Manage menu, and then select Add Roles and Features.
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Click Next on the

Add Roles and Features Wizard Before you begin window that pops up. (If you checked Skip
this page by default sometime in the past, that page will, of course, not appear.)

Now, it's time to select the installation type. For DNS servers, you will be selecting the Role-

based or feature-Based installation.
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Next, you will choose which server you want to install the DNS server role on from the
server pool. Select the server you want, and click next.

At this point, you will see a pop-up window informing you that some additional tools are
required to manage the DNS Server. These tools do not necessarily have to be installed on
the same server you are installing the DNS role on. If your organization only does remote

administration, you do not have to install the DNS Server Tools.



However, in a crunch you may find yourself sitting at the server console or remotely using
the console and needing to manage the DNS Server directly. In this case, you will wish you
had the tools installed locally. Unless your company policy forbids it, it is typically prudent to
install the management tools on the server where the DNS will be housed.

; Add Roles a0 Features Wizord | = o

Add Roles and Features Wizard X

The A 34 3 * 2 30 ¥ faar re y 4 a
pve o Be Alied 0N The Sase terve 54 ," e
Sarver Bolet S -
o - v e DN RO faker 20
T A )

Now you should see the Features window. No need to make any changes here; just click
Next.

Next is an informational window about DNS Server and what it does, although one would
assume that if you've gotten this far, you are already aware of what it is. Click Next to move
on.

This is the final confirmation screen before installation completes. You can check the box to
restart the destination server automatically, if you like. Installing the DNS Server does not
require a restart, but unless you've planned for the downtime, keep that box unchecked,

just in case.
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The DNS Server role should now be installed on your server. There should be a new NS Role

tile in your Server Manager
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5. Managing DNS Zones

If you are an old pro with DNS server files, Windows Server 2012 does let you edit the files
directly. However, Microsoft recommends that you use the interface tools to avoid errors,
especially if you are integrating DNS with Active Directory.

If you want to use the command line to configure your DNS, use the dnscmd command. For

those of us who don't memorize TechNet for fun, a few clicks is all it takes.



Within Server Manager, to configure the DNS Server, click the Tools menu and select DNS.

fde Action Yeew Help -
e WX T oz Bm §i
1 2 o8ts tiema

b g ARCTWCLLAMA EfGlobsl Logs

Forward Lockup Zones
Reverse Lockup Zoaes
Trust Poents
Candtonal Foremarden
Root Mints

Foremacders

This brings up the wizard. There are three options here. You can either: configure a forward

lookup zone only, create forward and reverse lookup zone, or configure root hints only.

Skl

Select Configuration Action =
You can choose the lookup zone types that are appropriate to your network -
size, Advanced administrators can configure root hints. >

Select the action you would like this wizard to perform:

{® Create a forward lookup zone (recommended for small networks)

This server is authoritative for the ONS names of local resources but forwards all
ather queries to an ISP or okther DNS servers. The wizard will configure the roct
hints but not create a reverse lookup zone.

() Create forward and reverse lookup zones {recommended For large networks)

This server can be authoritative for forward and reverse lookup zones. It can be
configured ko perform recursive resclution; forward queries to other DNS servers,
or both. The wizard will configure the root hints.

(O Configure root hints only (recommended For advanced users only)

The wizard will configure the root hints only. You can later configure Forward and
reverse lookup zones and forwarders.

| <Back || mexs> | [ concel |

A forward lookup zone allows you to do the standard DNS function of taking a name and
resolving it into an IP address.

A reverse lookup zone allows you to do the opposite, taking an IP address and finding its
name. For example, if a user is set up to print to a printer with an IP address of
10.20.12.114, but you need to know what name that

printer goes by so you can find it, a reverse lookup can help. ("Ah, hah! It's you Third Floor

Vending Room Printer #1. Why you give me so much trouble?)



Root hints only will not create a database of name records for lookups, but rather will just
have the IP addresses of other DNS servers where records can be found. If you already have
DNS setup on your network, you'll probably want to continue using the same configuration
you already have. If not, use forward and backward for most situations. (Backup zones
typically don't hurt anything, and they are nice to have when the need arises.)

After you've made your section, click Next.

Now, you choose whether this server will maintain the zone, or if this server will have a

read-only copy of the DNS records from another server.

Configure a DNS Server Wizard
Primary Server Location ;a
You can choose where the DNS data is maintained for your network resources, ! )
L~

Which DNS server maintains your primary forward lookup zone?

(® This server maintains the zone
The wizard vill help you create a primary Forward lockup zone,

() 8n I5P mainkains the zone, and a read-only secondary copy resides on this server
The wizard will help you create a secondary forward lookup zone.

< Back .‘[ Net > | r Cancel

Next enter your zone name. If this is your first DNS server, then this needs to be the root
zone name for your entire organization. For example, my zone name might be
arcticllama.com. If however, this server will be authoritative only for a subset, and other
DNS servers will be responsible for other zones, then the name will need to reflect that. For
example, us.arcticllama.com would be the zone name for just the American part of my vast
corporate empire : Click next when you have entered the name.

Now, you need to choose the file name where the DNS records will be stored. The default
filename is to add a .dns extension to the name of the zone you chose in the previous
window. Unless you have a corporate policy stating otherwise, stick with the convention to
make things easier on yourself down the line.

Next you select how this server will respond to Dynamic Updates. Although there are three
choices here, only two should actually be used in production. Select the first option to allow
only secure dynamic updates if you are integrating your DNS with Active Directory. Select

do not allow dynamic updates if your DNS is not integrated with Active Directory and you
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don't want to allow dynamic updates. Do not allow unsecured dynamic updates unless you
really know what you are doing and have a very good reason for doing so.
Up next is the option to configure forwarders. If your DNS server ever gets a query for which

it has no record, it can forward that request on to another DNS server to see if it has the

answer.
Forwarders =
Forwarders are DNS servers to which this server sends queries that it cannot !
answer. >

Should this DS server forward queries?
{® Yes, it should forward queries to DNS servers with the following IP addresses:

1P Address Server F@N validated : Delete

@ 208.67.222.222 resolveri.opendn... OK gz Up

() Mo, & should not forward queries

If this server is not configured to use forvearders, it can stil resolve names using
oot name servers.

| <ak || mew> | [ concel |

For example, in order to provide name resolution for internet connectivity, you can input
your ISP name servers here, or use a DNS provider such as OpenDNS. You can (and should)
have more than one server listed in case a DNS server is unreachable for some reason. The
order forwarders are listed in is the order they are tried, so place your faster and most
reliable forwarder at the top of the list. Click Next and your DNS server is now configured

and ready for use.

Canfigure a DNS Server Wizard ==

Completing the Configure a DNS
Server Wizard

e You have succeosfully comgdeted the Canfigure a DN Servar
Wizard. Whan you click Miniah, this Following settings vill be
caved

- Snttings:

DNS server bo configure: ARCTICLLAMA
Forward lookup zorw O craate: acticlamas, com
1P address of forwm der: 200.67 322,223

Corfigure the hosts that will use this ONS server to point ta
thic DNS sarver For name resolution, and then varily name
resolubion using nelookup, IF you added & new primary 2onw,
add resource records Lo & for the hosts whose nanes need
to be resolved by this DNS server.

Yo dlose thes vazard, chck Firesh

wsach | Fwwh | [ cancel




Securing Files and Folders

Select the file or folder you want to encrypt.
Right-click the file or folder and select Properties.

On the General tab, click the advanced button.

- + + & P

Check the box for the "Encrypt contents to secure data" option, and then click OK on
both windows.
B. Protecting Shared Files and Folders
This is a two-step process: you must first share the folder, and then publish it in Active
Directory.
1. Use Windows Explorer to create a new folder called Engineering Specs on one of your
Disk volumes.
2. In Windows Explorer, right-click the folder name, and then click Properties.
Click Sharing, and then click Share this folder.
3. In the New Object—Shared Folder dialog box, type ES in the Share name box and
click OK. By default, Everyone has permissions to this shared folder. If you want, you
can change the default by clicking the Permissions button.
4. Populate the folder with files, such as documents, spreadsheets, or presentations.
To publish the shared folder in the directory in window server 2012 R2 steps

Step 1 Open server manager then click file and storage services
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Click task then select new share



Select the profile for this share

File share profile: Description:
| SME Share - Quick This basic profile represents the fastest way to create an
SMB Share - Advanced Slu_"IB file share, typically used to share files with
o Windows-based computers.
SMB Share - Applications
MFS Share - Quick * Suitable for general file sharing
* Advanced options can be configured later by

using the Properties dialog

Share Location

NF5 Share - Advanced

|<Previous|| MNext > | | Create ||

Select SMB share quick from different type of file shares then Click next

Select the server and path for this share

Server:

Server Name Status
Online Mot Clustered

Select Profile
Cluster Reole Cwner Node

4
Share Mame server

Share location:

) Select by volume:

Free Space  Capacity = File System
943 GE 104 GE NTFS

Valume
C:

The locaticn of the file share will be a new folder in the \Shares directory on the selected

volume,
@ Type a custom path:
Chwindowshdrivers




Select the volume of the file share from the location by click the option type a custom path

then click next.

Specify share name

Selact Profile Share name: drivers

Share Location
Share description: |

Share Name

Other Settings

Local path to share:
Chwindowshdrivers

Remaote path to share:

Wserverd\drivers

|4Preui0us|| Mext = | | Create || Cancel

Type the name of share folder and share description then click next. NEXT

Specify permissions to control access

Select Profile Permissions to access the files on a share are set using a combination of folder permissions, share

Share Location permissions, and, optionally, a central access policy.

Share Name Share permissions: Everyone Full Control

Other Settings | Folder permissions:

Cromion: T =

Confirmation | Allow APPLICATION PACKAGE AUTHORITY\ALL APPLICATION PACKAG.., Special
Allow APPLICATION PACKAGE AUTHORITYAALL APPLICATION PACKAG... Read & execy
Allow NT SERVICE\Trustedinstaller Full Control
Allow NT SERVICE\Trustedinstaller Full Control
Allow BUILTIN\Uzers Read & execy
Allow BUILTIN\Users Special i
Allow BUILTINVAdmnistrators Maodity
Allow BUILTINVAdmInistrators Full Control

|<T L I Y

[ Customiza permissions... |

| Croate




Click customize permission to specify permission to control access

Marmne: Chwindowshdrivers

Owner: TrustedInstaller Change

Permissions | Share Auditing Effective Access

To moedify share permissions, select the entry and click Edit.

Metwerk location for this share: V\serverd.ipk.com\drivers

Permission entries:

Type Principal Access
Allow Everyone Full Centrel

Add | | Remove || Edit

oK || cancel || Apply

Share this folder to everyone then click edit to modify permission

Principal:  Everyone Select a principal

Type: |A|Iow w |

Permissions:
[w] Full Control
[ Change
[w] Read

[T] Special permissions

Give permission either full control or one of them, then clicks ok, ok and next.



= New Share Wizard == -

Confirm selections

select Profile Confirm that the following are the correct settings, and then click Create.

SHARE LOCATION

Server: serverd
Other Settings Cluster role: Mot Clustered
Fermissions Local path Cawindowsh\drivers
Share name: drivers
Protocol SMB
Access-based enumeration: Disabled
Caching Enabled
BranchCache Disabled
Encrypt data: Disabled

Mext = Create | !__ Cancel _J

Click create to confirm the task

C. Configuring Work Folders
Work Folders is a quite interesting feature introduced by Microsoft with Windows Server

2012 R2. In a nutshell, Work Folders is a synchronization service for folders that works in a
similar fashion of Dropbox, but in your own network/servers. You can access the synced
data from Windows PCs or from mobile devices, an interesting opportunity for your
company.

In an organization, every user wants to have one centralized file location where they can
work on their files anytime and anywhere. Microsoft® introduces Work Folders in
Windows® 2012 R2 to give users the flexibility to work on files offline or online. This allows
data to auto sync with the centralized file server once it is connected to the Internet.

Step one: Install the Work Folders role
Launch the Server Manager and click on Add Roles and Features under the Manage menu:
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Add other servers to manage
4. Create a server group
Connect this server 10 cloud sarvices =
Sy rore Hide
NGRE
ROLES AND SERVER GROUPS
Acles:3 | Servergroups: 1 | Servers total )
File and Storage -
: 1 Hyper-V 1 s 1
[P B Hyp [
@ Manageabdity @ Manageatility @ Manageability
Events Events Events
Serces Services Senvices
Performance Performance Performance
BPA results BPA results BPA results
B local Server 1 ii All Servers 1

Follow the indications of the Wizard and go on:

Instaliation Type
Server Selection

DESTINATION SERVER
hypervtestD1

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static [P addresses, are configured
* The most current security upd from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default




DESTINATION SERVER

Select installation type ypariteso1

gefora You Bagin Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline wirtual hard disk (VHD).

‘®) Role-based or feature-based instaliation
Configure a single server by adding roles, role services, and features,

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

DESTINATION SERVER

Select destination server iy

gsforz You Bagin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (@) Select a server from the server pool

e (SRR

Server Roles Server Pool
Features

Filter: |

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

[ <Previous | | Net> | | instal | [ cancel |




Select server roles

8=fors You Begin
Instaliation Type
Server Selection

Featurss
Confirmation

Select one or more roles to install on the selected server.

Roles

‘4 [H] File and Storage Services (3 of 12 installed)
4 [®] File and iSCSI Services (2 of 11 installed)

[V File Server (Installed)
[ BranchCache for Network Files
[V Data Deduplication {Installed)
] DFS Namespaces
[C] DFS Replication
[_] File Server Resource Manager
] File Server VSS Agent Service
[C] iSCSI Target Server
[C] i5CSI Target Storage Provider (VDS and VS¢
] Server for NFS

V| Storage Services (Installed)
ra veeaa

{<] "

Vi

Description

Work Folders provides a way to use
work files from a variety of
computers, inciuding work and
personal devices. You can use Work
Folders to host user files and keep
them synchronized - whether users
access their files from inside the
network or from across the Internet.

[ <Previous | | Nea> |

| st | [ cancel |

Ignore the Features step and go on:

Select features

Befors You Begin
instalistion Type
Server Selection
Server Roles

Confirmation

Select one or more features to install on the selected server.

NET Framework 3.5 Features (1 of 3 installed)
b [®] NET Framework 4.5 Features (3 of 7 installed)
b [C] Background Intelligent Transfer Servica (BITS)

[] BitLlocker Drive Encryption

[[] BitLocker Netwark Unlock

[[] BranchCache

] Client for NFS

[[] Data Center Bridging

[] Direct Play

[[] Enhanced Storage

[C] Failover Clustering

[[] Group Policy Management

[¥] 115 Hostable Web Core

[T] Ink and Handwriting Services

<] n [T

DESTINATION SERVER
hypervtestdt

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and pravide
the ability to model a range of
business processes.

[ <previous | | Net> | |

[ cancel |

Install

Confirm and the installation will begin:




Confirm installation selections vt

gefora You Bagin To install the following roles, role services, or features on selected server, click Install.

instaliation Type [T] Restart the destination server automatically if required

Server Selecton Optional features (such as administration tools) might be displayed on this page because they have

20} been selected automatically, If you do not want to install these optional features, click Previous to clear
Server Roles their check boxes.

Features
e
File and 1SCSI Services
Work Folders

1iS Hostable Web Core

Export configuration settings
Specify an alternate source path

Installation progress O vt

View nstallation progress

@ Feeture installation
s ]

Instailation succeeded on hypervtest0l.

File and Storage Services
File and iSCSI Services

-

11S Hostable Web Core

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

'

| <Previous | | Next > ! [ Close ” Cancel

Step two: Create the Sync Share



It’s time to create the Sync Share. Go to the File and Storage Services area of the Server
Manager and click on TASKS. Select New Sync Sh

are:

P~y WORK FOLDERS
B Servers L8 Al sync shares | 0 total ﬂ
l Volumes There-are a0 symc shares.
i Disks
Storage Pools To creare a sync share for Work Folgers, start the New Sync Share Wazard,
i) Shares
®w ISCSH

Work Folders

| tast refreshed on /377205540334 PM

USERS

No sync share is selected.

Select o sync share to dispiay the related uzers.

VOLUME QUOTA v

Click on Next:

Before you begin

Before you can create a sync share, you must allocate storage for user files on a volume
formatted with NTFS, You can also optionally create security groups to control who can access
Work Folders.

Server and Path

For additional details or to enable users to connect across the Internet, see the Work Folders
deployment content on the Windows Server Technical Library site.

To continue, click Next.

[] Den't show this page again




Specify the local path — must be NTFS — where the data will be synced:

Select the server and path

Before You Begin Server:
Server and Patf Server Name Cluster Role Owner Node
User Folder Structure hypervtest01 Not Clustered

Sync Share Name

Li ] Only servers and clustered file server instances that have Work Folders installed are shown,
Location:
_) Select by file share:
|Name Path

@ Enter a local path:

[p:\backup\Work Folder
| Cancel |

Define folder structure and name of the Sync Share:

Specify the structure for user folders

Before You Begin Choose a folder-naming format based on whether you have to maintain user folder compatibility
Server and Path

or want to support identical aliases across domains.

Sync Share Name ® User alias = e ; -
Maintains compatibility with existing user folders that use aliases for their names

) User alias@domain
Eliminates conflicts bety identical user ali in different domains

Syncing a subfolder can be useful if you currently redirect muitiple folders for users and want to
use this sync share with only one of these, such as the Documents folder.

1 Sync only the following subfoider:

If the subfolder doesn't exist, it will be created for every user assigned to this Work
Folders instance.

[ <Previous | [ Next> | ‘ Create | Cancet |




Enter the sync share name

Before You Begin Name: Work Folder

Server and Path
User Folder Structure Description: A tutorial by The Solving

Sync Access

It’s time to select the users or the groups who will be able to access the Sync Share:

Grant sync access to groups

Before You Begin
Server and Path
User Folder Structure

" Domain Principal

Sync Share Name

B =

Disable inherited permissions and grant users exclusive access to their files

[ <Previous | | Next> |




Select this object type:
|Userorﬂ'm.p

Enter the object name to select (2xamples):

Grant sync access to groups

Before You Begin Domaln Principal
Server and Path | CONTOSO Projectd
User Folder Structure

Sync Share Name

Device Policies

Confirmation

|_Add. | [ Remove |

Disable inherited permissions and grant users exclusive access to their files

|<Pfewious|l Next > | ‘VCreart‘e | Cancel |

You can also encrypt the data if you desire:



Specify device policies

Before You Begin ] Encrypt Work Folders

Server and Path Automatically lock screen, and require a password
User Folder Structure

Sync Share Name

Sync Accass

Confirmation

Click on Create and your first Sync Share will be ready for use:

Confirm selections

gafore You Begin Confirm that the following are the correct settings, and then click Create.

Server ang Fath
SYNC SHARE LOCATION

User Folder Structure Server name:; hypervtest01.contoso.local
Sync Share Name Cluster role: Not Clustered
Sync Access Path: Dibackup\work foider

Device Poliies SYNC SHARE PROPERTIES
| conmaon [ Work Folder
Descnption: A tutorial by The Solving
Sync access: CONTOSC\Projectd
Grant users exclusive access Yes
User folder structure: User alias
Sync only this subfolder:

DEVICE POLICIES
Encrypt Work Folders:
Automatically lock screen, and require a password:

[Pevow] [ Net> | [Ceme | [[caxa |




New Sync Share Wizard I__'_'_l_'_:'_-

L

e syn = was successfu =ated
Task Progress Status
Create sync share I (o mpleted
Refresh Server Manager Y | oyt

Close

Content/Topic 2: Configuration of Network Printer

4 Publishing a Printer
This section describes the processes for publishing printers in a Windows 2012R2 Active
Directory based network.

% Windows 2012R2 Printers
You can publish a printer shared by a computer running Windows 2012r2 by using the
Sharing tab of the printer Properties dialog box. By default, Listed in the directory is
enabled.
The director is the Active Directory data store. (This means that Windows 2000 Server
publishes the shared printer by default.) The print subsystem will automatically propagate
changes made to the printer attributes (location, description, loaded paper, and so forth) to
the directory.
Note: For this section of this guide, you must have a printer available and know its IP
address. If you do not have an IP printer, you can still run through these procedures,
substituting the correct port for Standard TCP/IP Port.

+ To add a new printer



1. Click Start, point to Settings, click Printers, and then double-click Add Printer.
The Add Printer Wizard appears. Click Next.
2. Click Local Printer, clear the automatically detect and install my Plug and Play printer
checkbox, and click Next.
3. Click the Create a new port option, then scroll to Standard TCP/IP Port, and click Next.
4. The Add Standard TCP/IP Printer Port Wizard appears. Click Next.
5. On the Add Port page, type the IP address of the printer in the Printer Name or IP
Address box, type the port name in the Port name box, and click Next. Click Finish.
6. Select your printer's manufacturer and model in the Printers list box, and then click Next.
7. In the Printer name text box, type the name of your printer.
8. On the Printer Sharing page, type a name for the shared printer. Choose a name no more
than eight characters long so computers running earlier versions of the operating system
display it correctly.
9. Type in the Location and Comment in those text boxes.
10. Print a test page. Click Finish.
After you create the printer, the printer is automatically published in Active Directory and
the Listed in the Directory check box is selected.
You might also need to find the server from which a printer is shared out before adding it to
the machine you're working on.

+ To locate a printer
1. Click Start, point to Settings, and then click on Printers.
2. Double-click the Add Printer icon.
3. In the Add Printer Wizard dialog box, click the Next button.
4. Select the Network printer button, and then click Next.
5. Select the Find a printer in the Directory button, and then click Next.
6. The Find Printers dialog box displays. If you know which domain your printer resides in,
click the Browse button and choose that domain to narrow your search. Then, on the
Printer tab, add the printer Name, Location, or Model to those text boxes, and click the
Find Now button.
Note: If you don't know the name, location, or model of the printer, you can simply click the

Find Now button, and all the printers in the domain you selected will be listed in the list box.
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Learning Unit 4 Monitor and test performance
LO 4.1 Test the server performance

e Content/Topic 1: Testing and Monitoring Server performance

1. CPU Usage

Resource Monitor is a tool built into Windows and Windows Server that provides more
detail about processor usage than Task Manager. ... This tab provides details about
processor usage such as Name, PID, Description, Status, Threads, CPU, and Average CPU.
The rows of data can be sorted in ascending or descending order.

The most basic form of monitoring comes from the Task Manager. The Task Manager has
seen many improvements over the years. In Windows Server 2012 and Windows 8, we now
have a very detailed and robust, built-in means of monitoring many performance aspects in
real time. As you can see from the screen shot below, the new Task Manager has a
significantly different look to it. We now list all Applications, Windows Processes, and
Background Processes and allow each item to be expanded out for more detail. In the
screen shot below, you can see that we have expanded out the Internet Explorer process so
that it shows each window or tab that is open. This allows us to see what CPU resources are
being utilized be each open windows or tab. This is very useful for troubleshooting an web

page or app that may be frozen or causing a performance on a machine.

Task Manager - o 3
File Options View
Processes Performance | App history | Startup | Users | Details | Services
9% 38% 0% 0%
Apps (10 =
. 8ing Desktop Application (32 b o%  132Me oMB/s 0 Mbps
Bing Desktop
4 [ internet Explorer (3) 03%  4252M8 OME/s 0 Mbps
& My eBay Watch Lot - Window
Restaveants - Bing Mags - Win,
28 View CPU utilization and cther
¢ [ Mecrosoft Outlock (32 b} 0% 303MB 0 M8/s 0 Mbps
B inbex Slomets.com -
4 (B Microsoft Word (32 bit) 0% ETRY omers O Mbps
3] Blinker Billing - 1 - Weed
4 Pt o%  s3Mme OME/s 0 Mbps
1 Untitled - Paint
+ [P} pandora (32 bit) % 472 MB IMB/s 0 Mbps
Pl Pandora v
(A) Fewer detsis End task

When we select the Performance tab in Task manager, we also have a new view into the big
4 items. For CPU monitoring, the default view consolidates all physical and logical CPU’s into

a single CPU view. in the sample from my machine, the default view shows the cumulative
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performance across all CPU’s. Even though it only shows a single CPU in this view, my
machine is actually a quad-processor machine. To change the view to chow all logical CPU’s,
right click in the main window, and select Change graph to —> Logical Processors

Default View

: Task Manager - o il
File Opticas View
Processes Performance App history | Stactup | Users | Detads | Services
CcPU
s CPU  intelR) Core(TM)2 Quad CPU Q6600 @ 24..
=Ad bt
1 Memory =
| 307568 (38%)
Disk 0 (C)
o
Disk 1 (09 I — _ . - ,
0% ™ s fr2) - = \ |
1 Ethernet V- Baviroum speed 240 GHe
OF 0Knps >
Ll 17%  2.30GHz i 3
¢ € e Handle G ) g r 4
78 1312 49817 Vetuakaation Erabled
256 X8
® | Overall utilization Change geaph to » Haome
Logical peocessors Graph summacy view
N o Niew »
(R) Fewer detaits &) Cp e Mooiter Copy Ctrl-C
Showing all Logical Processors
: Task Manager - o iEl
File dpbons View
Processes Performance | App history | Stactup | Users | Detads | Services
1 CPU
e CPU  intelR) Core(mi)2 Quad CPU Q6600 @ 2.4
[ Memory
——1 207968 08%
o FEN= :
Disk 0 (C) b | J
4% EE
7 Disk 1 (D7) i
0% po 5t PR | N7 T ondla
|| Ethernet pization  Speed Mavimam speed: 240 GHz
40 R 160 Kbps p X
-l 26%  2.21GHz g )
Processes ~ Threads  Mendle ogral processzors 4
78 1325 49870 vuist Enabled
L1 cache 256 K8
2 it 20ME
2:20:09:58
(2) Fewerdetats. | (&) Open Resource Moreto

Another feature we have in the Task Manager is access to the Resource Monitor. It is the
link at the bottom of the previous screen shot. When you open the Resource Monitor we
can get a detailed real time view of CPU usage across any process. You can check the box to

the left of a process to add/remove it from the graphed processes on the far right hand side.
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2. Memory Consumption

In the first section we run through using the Task Manager to view RAM utilisation on a
Windows Server 2003 VPS. The second section covers Windows Server 2008 and using the
Performance Monitor to view VPS RAM utilization.

Windows 2003

Start by logging into your VPS with Remote Desktop.

Click on the Task Bar located at the bottom of the VPS screen with the right mouse button.

Select Task Manager from the pop-up dialogue.

Toolbats

Cascade Windows
Tile Windows Horizontally
Tile Windows Vertically
Shaow the Deskkop

Undo Minimize All

Lock the Taskbar
Properties

Once the Task Manager window has opened, click the Performance tab.



Windows Task Manager [_ O]
Eile Options View Help

Apvkahonsl Processes Peffo'me Netwodm|ums

CPU Usage History

Page Fle Ussge History

Totals Physical Memocy (K)

Handiss 15507 Total 523792

Theeads 682 Available 29200

Processes S System Cache 123544

Cormengt Charge (K) Kernel Memory (K)

Total 789992 Total 44916

Limit: 12841% Paged 29292

Peak 812916 Nonpaged 15624
Processes: S5 CPU Usage: 4% Commit Charge: 771M § 1254M

In the bottom section of the window, you will see Physical Memory (K), which displays your
current RAM usage in kilobytes (KB). One MB is 1024KB. Dividing the values shown in this
section by 1024(or roughly 1000) will give you the RAM usage in MB. e.g. 523792 KB is
approximately 511 MB.

A value of 32768KB (32MB) Available or less would indicate the VPS is close to, or at it's
physical memory limit.

1/0 Network

Network monitoring is a critical IT process where all networking components like routers,
switches, firewalls, servers, and VMs are monitored for fault and performance and
evaluated continuously to maintain and optimize their availability. One important aspect of
network monitoring is that it should be proactive.

So why is it important to monitor networks? The network is the life line of the IT
infrastructure. When networks fail, the flow of information required by applications and

business operations stop.
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Networks are dynamic environments. Network Admins are continually asked to add new
users, technologies and applications to their networks. These changes can impact their
ability to deliver consistent, predictable network performance.

Disk I/0 monitoring allows you to monitor Read and Write operations of logical disks on
your machine and set thresholds so that you get alerted if any of the below metrics reaches
some critical level preset by you:

Reads/sec — the rate of read operations on the disk. Writes/sec — the rate of write
operations on the disk.

Queue length — the number of requests outstanding on the disk at the time the
performance data is collected.

Busy time — the percentage of elapsed time that the selected disk drive was busy servicing
read or writes requests.

4. Disk Usage: when we speak on “disk usage” (DU) we are talking about the
percentage of your computer storage that is in use at a given moment, meaning that
your computer disk is occupied by some or the other task. Note that we are not
talking about disk capacity, (what your computer hard drive is capable of storing)

5. Process: the window process activation service (WAS) manages application pool
configuration and the creation of lifetime of worker processes for HTTP and other
protocols. The world wide web publishing service and other services depend on
WAS. This test monitors the windows process activation service and reports useful
statistics revealing how well the services manages the worker processes and how
healthy these worker processes are. This test is disable by default. To enable the
test, go to the ENABLE / DISABLE Tests page using the menu sequence: Agents-
>tests-?Enable/Disable, pick the desired component type, set performance as the
Test type, choose the test from the Disabled tests list, and click on the button to
move the test to the Enabled Tests List. Finally click update button.

6. Port scanning: is used to determine what ports a system may be listening on. This
will help an attacker to determine what services may be running on the system.
Some port scanners scan through ports in numeric order; some use a random order.
There are many different methods used for port scanning including SYN scanning, AC
scanning and FIN scanning.

7. Response Time

Page 148 of 166



If your server response time is slow, then your whole site will be slow, no matter how
optimized your other resources are. According to Google and other speed test tools such as
GTmetrix, you should aim for a server response time of less than 200ms.

Why Monitor Response Time?

1) If a webpage is slow the experience for the visitor is usually bad. Many users simply leave
a site if it doesn't respond within a few seconds.

2) When a site has a high response time it is usually an indication that the server is
struggling. Slow response times are really common when servers are overloaded, and the
information can be used to identify server problems or to explain that there is a problem
when contacting a web host.

3) Slow response times and high levels of downtime are linked. A site that has a high
response time is more likely to suffer from downtime than a site that is running quickly.

8. Window Server built-in monitoring tools include the following:

v Event Viewer: The Event Viewer is a Microsoft Management Console (MMC) shap-in
that enables you to browse and manage event logs. It is included in the Computer
Management and Server Manager MMC and is included in Administrative Tools as a
stand-alone console.You can also execute the eventvwr.msc command.Event Viewer
enables you to perform the following tasks:

View events from multiple event logs

Save useful event filters as custom views that can be reused

Schedule a task to run in response to an event

Create and manage event subscriptions.

v Device Manager: The Device Manager will list all of the hardware devices installed
on a PC. Any device with a problem will have a warning symbol next to it, and
double clicking on that device would give details and suggested remedies for the
problem.

v Task Manager is one of the handiest programs you can use to take a quick glance
at performance to see which programs are using the most system resources on
your computer. You can see the status of running programs and programs that
have stopped responding, and you can stop a program running in memory using
Task Manager.

v" Resource Monitor: Windows Resource Monitor is a powerful tool for
understanding how your system resources are used by processes and services.In
addition to monitoring resource usage in real time, Resource Monitor can help you
analyze unresponsive processes, identify which applications are using files, and
control processes and services. To start Resource Monitor, execute the resmon.exe
command.

v" Performance Monitor: Configuration Windows Performance Monitor is a Microsoft
Management Console (MMC) snap-in that provides tools for analyzing system
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performance. From a single console, you can monitor application and hardware
performance in real time, specify which data you want to collect in logs, define
thresholds for alerts and automatic actions, generate reports, and view past
performance data in a variety of ways.

System Memory: If your computer lacks the RAM needed to run a program or
perform an operation, Windows uses virtual memory to compensate.Virtual
memory combines your computer’s RAM with temporary space on your hard disk.
When RAM runs low, virtual memory moves data from RAM to a space called a
paging file. Unfortunately, when something needs to be accessed from the virtual
memory on disk, it is much slower than accessing it directly from RAM.

Windows Repair: You need to have processes in place to plan, design, implement,

monitor, and retire servers, services, and applications.
Reliability Monitor: is the feature, found in window server 2012 and windows 8.1 that can

help troubleshoot issues by providing a history of the OS. Windows reliability monitoring
is also a windows application that assists you in the identification of software issues in the
windows operating system that may affect the system performance and reliability.

Data collector sets: a data collector set organizes data collection points, such as
performance counters and event trace data. Data that is collected for performance
counters by data collector set is stored in log files, which you can open and view in

windows performance monitor.

LO 4.2 Use troubleshooting tools and techniques to diagnose and correct server issues

Content/Topic 1: Troubleshooting Window Server

A. Resources for Top Areas of Support for Windows Server

What to do if the Performance Monitoring Service does not start?

The System Monitor Performance Service on server Computer started and then stopped.

Some services stop automatically if they are not in use by other services or programs.

B. The Event Log and errors

System Monitor - Performance Monitoring Services records errors and operation event

information in the event log on the management server under the event log name "System

Monitor - Performance Monitoring Services".

Type

category Description

information | Service Started Performance Monitoring Service.

Stopped Performance Monitoring Service.

Paused Performance Monitoring Service.




Restarted Performance Monitoring Service

Error

Service

Error when Started Performance Monitoring
Service.

Error when Stopped Performance Monitoring
Service.

Error when Paused Performance Monitoring
Service.

Error when Restarted Performance Monitoring
Service.

Stopped Performance Monitoring Service

because an irrecoverable error was detected.

information

Management console

The user (account: domain\account) from the

machine ‘machine’ logged out.

error

Data collecting

The specified performance data (title: 'title’,
category name: ’‘category’, instance name:
'instance’, counter name: ‘counter’) cannot be
collected on the monitored machine ‘Machine’.
This type of performance data is not available for

machine ‘Machine’.

Error

Data collecting

Failed to collect performance data (title: 'title’,
category name: ’category’, instance name:
‘instance’, counter name: ’‘counter’) on the

monitored machine ‘Machine’.

Error

Other

Failed to connect to the database (Server:

Server\Instance, DataBase: DataBase).

Failed to update the database.

Failed to initialize the data.

Failed to reference the database.

Failed to initialize the logging facility.
Failed to delete performance data after the

storage period.
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Failed to stop the logging facility.

error Management console Cannot access the monitored machine ‘Machine’.

An unknown user account attempted to connect.

Warning Service Failed to save the Performance Monitoring
Service settings. Will read the previous settings at
the next activation.

Failed to read the Performance Monitoring

Service settings. Will read the initial settings.

error Performance information | No performance indicator (title: 'Title’) specified
for the OS of the object machine (machine name:

’Machine’).

Note: When collecting performance data of the monitored machines which are registered in
System Monitor - Performance Monitoring Services by SystemProvisioning Configuration
Application is interrupted, the access errors are not output to the event logs. Only when the
conditions of the machine meet the all following terms in the SystemProvisioning, data
collection will be started. In any other cases, data collection will be interrupted.

+ Power Status: "On"

+ OS Status: "On"

4+ Executing Status: "Not Executing"

The test lab guides describe how to configure and demonstrate the new features and
functionality in window server 2012 and window 8 in a simplified and standardized test lab
environment. The test lab start with the window server 2012 base configuration test lab,
which can consist of two subnet representing a simplified intranet and simulate internet.
The following figure show the initial setup of the windows server 2012 test lab base on the

test lab guide:
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INET1

131.107.0.1
APS
10.0.
131.107.0.2 N
131.107.03 >
s

(Z?’

Internet \\\
131.107.0.0/24 ~_

CLIENT]
DHCP Client

Some key differences between the window server2012 base configuration test lab and

window server 2008 base configuration test lab are the following:

4+ The configuration of a simplified public key infrastructure (PKI) has been removed.
You can add this to your base configuration with the window server 2012 in-module.

+ Window POWESHELL commands equivalents are now available in addition to the Ul-
based procedure.

v Resources for Top Areas of Support for Windows Server

+ Upgrade a domain controllers
4+ Restore and repair your server
4+ Make disk cleanup of window server

Upgrade a domain controller applied to window server 2012, 2012R2 and window server 2016
Steps to upgrade
The recommend way to upgrade a domain is to promote domain controllers that run newer version
of window server and demote older domain controllers as needed.
That method is preferable to upgrade the operating system of an existing domain controller. This list
covers general steps to follow before you promote a domain controller that runs a newer version of
windows server.

1. Verify the target server meets system requirement

2. Verify application compatibility
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3. Verify security settings.
4. Check connectivity of necessary operation master roles
5. Be sure to apply the necessary credential to run the AD DS
Restore or repair server
The following procedure describes how to restore your server system driver from a backup by using
the window server essentials installation media (to find out how to use the installation media to
restore to factory default settings, see the documentation from the server manufacture.
Notice
If the server uses storage spaces, and you are restoring the data to a new server, you should recover
the system drive first, and then log on to the windows server essentials Dashboard, configure
storage space in a similar way as on the old server, and then recover the data volumes.
To restore the server system drive from a backup using installation media

1. Insert the window server essential installation DVD in the server DVD drive, restart the

server and then press any key to start from DVD.

Note!
If the restore process does not start automatically, check the bios settings for your server to ensure
that the DVD driver appears first boot menu. Or if the manufacture preloaded the installation media
on the server, press F8 at startup to start from the installation media.

2. After the windows server files load, choose your language and other preferences, and then

click Next

3. On the next page of the wizard click repair your computer

Caution
Do not choose the installation now option. That option will guide you through a full system
installation that deletes all configuration settings and all data on the system drive.

4. On the choose option page, click troubleshoot.

5. On the system Image recovery page, select the current system? Either window server

essentials.

6. On the select a system Image backup page you can choose to use the latest backup or you
can select an earlier backup. The system will be restored to the state that it was in at the
time of the backup that you choose for storing or repairing your server/ data that was added
or changes to settings that were made after the backup was saved must be recreated. Select
one of the following options and then click next.

» Use the latest available system image (recommended)

Select system image

Follow the instructions in the wizard to complete the system restore.

8. After the server is successfully restored, remove the instruction DVD if you used one and
then restart the server.

Using Disk cleanup: the disk cleanup tool clears unnecessary files in windows server

environment. This tool is available by default on windows server 2019 and window server 2016,

but you might have to take a few manual steps to enable it earlier version of window server.to

start the disk cleanup tool, either run the cleanmgr.exe command, or select xtart, select

windows administrative tools, and then select Disk cleanup.

You can also run Disk cleanup by using the cleanmgr window command and use command-line

options to specify that Disk cleanup cleans up certains files.

Enable Disk Cleanup on an earlier version of windows server by installing the Desktop

experience

%+ Follow these steps to use the add role and features wizard to install desktop experience on a
server running windows server 2012R2 or earlier, which also install Disk cleanup.

If server manager is already open go on the next step. If server manager is not already open,

open it by doing the following:

DS

~d RJ
0.0
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1. On the windows desktop start server manager by clicking server manager in
the windows taskbar.

2. On the manager menu, select add roles and features.

3. On the before you begin page , verify that your destination server and
network environment are prepared for the feature that you want to install.
Select next.

4. On the select installation type page, sect role-based or features-based
installation to install all parts on a single server. Select next.

5. On the sect destination server page select a server from the server pool or
select an offline VHD. Select Next.

6. On the select server roles page, select next.

7. On the sect features page, select user interface and infrastructure, and then
select desktop experience.

8. In add features that are required for desktop experience, select add
features.

9. Proceed with the installation, and then reboot the system

10. Verify that the disk cleanup option button appears in the properties dialog
box.

v'  Best Practices Analyzer:

Best pratice analyzer (BPA) is a server management tool that is available in windows server 2012R2,
windows server 2012, and windows server 2008 R2. Best practice analyzer can help administrators
to reduce best practice violations by scanning roles that are installed on managed server that are

running windows server 2012 or windows server 2008R2, and reporting best practice violations to

the administrator.

You can run best pratice analyzer (BPA) to scan either from server manager, by using the PA GUI or
by Using CMDlets in windows Poweshell. Starting with windows server 2012, you can scan one role
or multiple roles at one time, on multiple servers,whether you use the best practices analyzer tile in

the server manager console or windows PowerShell cmdlets to run scans.
You can also instuct BPA to exclude or ignore scan results that you do not want to see.
How BPA works

BPA works by measuring a role’s compliance with best practice rules in eight different categories of
effectiveness, trustworthiness and reliability. Results of measurements can be any of the three

severity levels described in the following table:

Severity level Description

error Error results are returned when a role does
not satisfy the conditions of a best practice

rules and functionality problems can be
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expected.

information Information results are returned when a role
satisfies the conditions of a best practice
rules

warning Warning results are returned if the results of

noncompliance can cause the problems if
changes are not made. The application might
be compliant as operating currently, but may
not satisfy the conditions of a rule if changes
are not made to its configuration or policy
settings. For example a scan of remote
desktop services might show a warning
result if a licence server is unavailable to the
role because even if no remote connections
are active at the time of the scan not having
the license server prevent new remote
connections from obtaining valid client

access licenses.

Rule categories

The following table describes the best practice rules categories against which roles are

measured during a best practices analyzer scan.

Category Name

description

Security Secure rules applied to measure a role’s risk
for exposure to threats such as unauthorized
or malicious users, or loss or theft of
condition or proprietary data

Performance Performance rules are applied to measure

role’s ability to process request and perform
its prescribed in the enterprise within

expected periods of gevin the role’s
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workload

Configuration

Configuration rules are applied to identify
role settings that might require modification
for the role to perform optimally.

Configuration rules can help to prevent

conflicts in settings that can result in error

messages or prevent the role from
performing its prescribed duties in an
enterprise.

Policy

Policy rules are applied to identify possible
failures of a role to perform prescribed task

in the enterprise.

Pre-deployment

Pre-deployment results are applied before

an installed role is deployed in the

enterprise.

Post-deployment

Post-deployment rules are applied after all
required services has started for a role and

after the role is running in the enterprise.

Prerequisites

Prerequisite rules explain configuration
settings policy settings and features that are
required for a role before BPA can apply
specific rules from other categories. A

prerequisite scan results indicates that
incorrect setting, a missing program, an
incorrectly enabled or disabled policy, a
registry key settings or other configuration
has prevented BPA from applying one or

more rules during a scan

Scanning roles by using the best practice GUI

Follow these steps to scan one or more roles in the BPA GUI
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*

1. Do one of the following to open server manager if it is not already open.
On the windows taskbar click the server manager button.
On the start screen click the server manager tile.
2. In the navigation pane open a role or group page. Running BPA scans from a
role or group page scans all roles that are installed on server in the group.
3. On the tasks menu of the best practice analyzer tile, click start BPA scan.
4. Depending on the number of rules that are evaluated for the role or group

you selected the BPA scan can require a few munities to finish.

Events and Errors you

The event viewer: is a tool in windows that display detailed information about significant on your
computer. Examples of these are program that does not start as expected or automatically
downloaded update.

Event viewer displays these types of events:

>

>

>

>

Error: a significant problem such as loss of data or loss of functionality. For example if
service fails to load during startup, an error will be logged.

Warning: is an event that is not necessarily significant but may indicate possible future
problem. For examples when disk space is low a warning will be logged.

Information: is an event that describes the successful operation of an application driver or
service. For example when a network driver loads successfully an information event will be
logged.

Success audit: is an audited security access attempt that succeeds. For example a user’s
attempt to log on to the system will be logged as success audit event.

Failure audit: an audited security access attempt that fails. For example if a user tries to
access a network drive and fails, the attempt will be logged as a failure audit event.

The event logs service start automatically when you start windows. Application and system logs can
be viewed by all users but security logs are accessible only to administrators. Using the event logs in
event viewer you can gather information about hardware software and system problems and
monitor windows security event.

To access the event view in windows server 2012R2 follow the below steps

1. Right click on the start button and select control panel > system and security
and double click administrative tools
2. Double click on event viewer

3. Select the type of logs that you wish to review( ex: application, system)

Note: to access the application logs once in event viewer go to windows logs > application,

for shutdown errors refer to application and system logs

1.

System protected

Page 158 of 166



» The process of security maintenance includes the following steps:

L)

X/
°e

Monitoring and analyzing logging information

e

*

Performing regular backups

X/
°e

Recovering from security compromises

>

% Regularly testing system security using appropriate software maintenance processes
to patch and update all critical software and to monitor and revise configuration as
needed.

** Scanning virus by using antivirus software

2. Installation of Anti-viruses software on windows server

Antivirus - A proactive antivirus engine that automatically detects and eliminates different
types of malware including viruses, worms and trojans. Defence a unique collection of
prevention- based security technologies that help preserve the integrity, security and
privacy of the server operating system and data.

Antivirus software, or anti-virus software (abbreviated to AV software), also known as anti-
malware, is a computer program used to prevent, detect, and remove malware. Antivirus
software was originally developed to detect and remove computer viruses, hence the name.

How to install Kaspersky Anti-Virus 2018

Double-click the downloaded file. You can download Program latest version as link

http://www.icom.co.th/kaspersky thai/Download/kav18.0.0.405en-my full.exe

1. Click Run

Page 159 of 166


http://www.icom.co.th/kaspersky_thai/Download/kav18.0.0.405en-my_full.exe

Open File - Security Warning X

Do you want to run this file?

Name: ..ers\supervisor\Downloads\kav17.0.0.611en-my_full.exe
Publisher: Kaspersky Lab
Type: Application
From: C:\Users\supervisor\Downloads\kav17.0.0.611en-my.f...

Run 1 Cancel

[4] Always ask before opening this file 2

harm your computer. Only run software from publishers you trust.

@ While files from the Intemet can be useful, this file type can potentially
What's the nisk?

2. Click continue

€ Kaspersky Anti-Virus —

KASPERSKY3

Welcome to

Kaspersky Anti-Virus

By clickong the Continue button, you accept the terms of the End User License Agreement.

3. Click Install



€ Kaspersky Anti-Virus - X

Everything is ready for installation

Various protection components in Kaspersky Anti-Virus are being installed including a secure
network connection component. These components can be tailored for your needs,
activated, deactivated, and uninstalled through the Microsoft Windows Controf Panel.

v | want to participate in Kaspersky Security Network (KSN) to provide optimal protection

for my computer
KSN Statement

4

4. If you are installing the application under Windows server 2008, or Windows
server 2012, you may see a notification from the User Account Control (UAC)
service after you click the Install button. To proceed with the installation,
enter your administrative password and click Yes.in the User account control
window.

5. Wait for the installation to complete

Checking for operating system compatibility...

6 About 10 minutes left

6. Make sure that the check box Run Kaspersky Anti-Virus is selected and click

the Finish button to complete the installation.



& Kaspersky Anti-Virus — x

KASPERSKY#

Kaspersky Anti-Virus
The application has been installed
successfully.

Thank you for choosing Kaspersky Lab.

Share protection with your friends to show that you care for them:

K Facebook [ Twitter

V| Start Kaspersky Anti-Virus

7. Wait for loading the application

KASPERSKY2
Kaspersky Anti-Virus

Loading the application... 8
_——m

@ Protection loading

© 2016 AO Kaspersky Lab. All Rights Reserved.

8. You can take a tour through the app features by clicking continue. Or Skip it.



¥. Kaspersky Anti-Virus KASPERSKY1 ? - X

-

Kaspersky Anti-Virus l QJ Scan | O l?am

¥ Kaspersky Anti-Virus KASPERIKYS

Your computer is protected

2 incammendasom. 2 preces of news

Take a quick tour through the application
features.

1al,] Reports @ On-§

——— . 1
- - )
Lontmue 1 |

o
Y

9. Enter the activation code into the field in the Activation window.Click

Activate.

|
X

¥ Kaspersky Anti-Virus KASPERSKY4

| € | Activation

Enter activation code
Activation code format: 2000000000 X000 - XX00CK,
1 £ " ¥ Q 14
[ B
XXXXX  XXXXX XXXXX  XXXXX

You can copy the entire activation code and paste it to the first entry field without typing characters manually.
The activation code i5 not case-sensitive

| 10

No activation code? Activate trial version of the application &)

If you do not have an activation code, you can purchase
one in the Kaspersky Lab online store.

roihy ctivation ¢

e (_* Other products My Kaspersky Enter activation code Licenss is missing




10. Wait until the Activation completed successfully window appears and click

Finish.

KASPERSKY 2

#. Kaspersky Anti-Virus

Activation

Kaspersky Anti-Virus
Activation completed successfully

Thank you for choosing 3 Kaspersky Lab apphication.

Share protection with your fnends 10 show that you care for then:

n Facebook D Teeetter

T 11

Other products My Kaspersky License: 345 days remaining

11. Once the installation is complete, the main Kaspersky window will appear

then Click Database Update

| % Kaspersky Anti-Virus KASPERSKY 4

Your computer is protected

| recommendation

Scan 7~y Database Update 12
' ) mputer i external U Update required

)

|.||..| Reports @ On-Screen Keyboard

More Tools

Other products My Kaspersky License: 345 days remaining

1]
D



Updating Antivirus in an Industrial Control System

When properly deployed and up-to-date, antivirus software is an important part of a

defense in-depth strategy to guard against malicious software (malware) in industrial

control systems (ICS)1. Antivirus is widely used in both ICS and information technology (IT)

systems since it is an effective defensive measure against malware. The term “antivirus”

covers anti-malware applications, which are not limited to defending only against viruses,

but also other forms of malicious software.

This method of transferring antivirus updates uses the following steps:

*

-+ +

Verify the source of the update.

Download the update file(s) to a dedicated host (server or workstation).

Scan the downloaded file(s) for malware.

Verify the cryptographic hash of each downloaded file(s).

Scan the removable media for malware or other unexpected data before use
to verify its integrity. The safest options are to securely erase the removable
media and reformat the drive with the appropriate file system (for flash or
magnetic media) or to use a new CD or DVD (for optical media) for each
update.

Write the file(s) to the removable media. Dedicate this media exclusively for
updates.

Lock the media so others cannot write to it.

Load the media into the test environment and verify that it has no adverse
impact to the test system.

Re-scan the media for malware or other unexpected data to verify that
nothing transferred to the removable media from the test environment host.

Install the update on a non-critical endpoint or segment of the system and
verify that it has no adverse impact to the production system.

Install the update on the remaining hosts.

Monitor the system for any unusual behavior and verify proper operation of

the ICS
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